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e constant domain

e interval domain

e congruence domain

@ Reduced product of domains
@ Bibliography

Next week: relational abstract domains

Course 03 Non-Relational Numerical Abstract Domains

Antoine Miné

p.2/78



Concrete semantics (reminders)

Concrete semantics (reminders)
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Concrete semantics (reminders)

Syntax of a toy-language

Simple numeric programs:

o fixed, finite set of variables V
o with value in some numeric set | & {Z,Q,R}
e programs as CFG: (L, e, x, A)

with nodes L, entry e € L, exit x € L, and arcs A C L X com X L

Atomic commands:

com = V <« exp assignment into V € V
| exp0 test, )€ {=, <,>,<,>,#}
Arithmetic expressions:

exp = 74 variable V € V
’ —exp negation
| exp © exp binary operation: ¢ € {+,—, x,/}
| [C, C/] constant range, c,c’ € | U {£o0}
’ c constant, shorthand for [c, c]
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Concrete semantics (reminders)

Expression semantics

Expression semantics:  E[e]: & — P(I)

where £ £V — 1.
The evaluation of e in p € £ gives a set of values:

E[lc.c]]p & {xellc<x<c}

E[VI]p = {p(V)}
E[-elp = {-v[veE[e]p}
Ela+e]lpr £ {v+w|vcEla]pwcEle]p}

Ela—elp = {v-w|lvucElalpwcEle]p}
Elaxelp ¥ {wvuxw|wucE[e]pvcEle]pt
Ele/e2]p {vi/velvi cE[e]p,v2 € E[e2]p, v2 #0}
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Concrete semantics (reminders)

Forward semantics: state reachability

Transfer functions: C[com]: P(€) — P(£)

def

o C[V«e]lX ={p[V—vVv]lpeX, veE[e]p}

def

o C[ex0]X = {p|lpe X, IveE[e]p, vx0}

Fixpoint semantics:  (Xy)eer : P(E)

Ay = & (entry)

X[: U C[[C]]X[/ |f€7ée
(' ,cl)eEA

Tarski's Theorem: this smallest solution exists and is unique.

p %t (P(€),C,U,N,0,&) is a complete lattice,

each My : Xp — U C[c] X, is monotonic in D.
(¢ ,c,0)eA
= the solution is the least fixpoint of (M;)sc .
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Concrete semantics (reminders)

Resolution

Resolution by increasing iterations:

1 def
o wog [ ETS

ef
X0, xpl = U Cle]ag
#e (¢, c.0)EA

Kleene theorem:

Converges in w iterations to a least solution,
because each C[c] is continuous in the CPO D.
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Concrete semantics (reminders)

Backward refinement: state co-reachability

Semantics of commands: <E[[c]] :P(E) — P(E)

° %[[V<—e]]/1’ {plIveEle]p p[V—v]eX}
o Clex0]X & Clex0]X

(necessary conditions on p to have a successor in X' by ¢)
Refinement:  given:

@ a solution (Xy)sc, of the forward system

@ an output criterion ) at exit node x

compute a least fixpoint by decreasing iterations [Bour93b]
o= XNy
y?;ﬁx = Ay

yrrloo = xny

il xn( U Creyp

(t,c,l')EA
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Concrete semantics (reminders)

Limit to automation

We wish to perform automatic numerical invariant discovery.

Theoretical problems

@ the elements of P(V — 1) are not computer representable
<_

e the transfer functions C[[c], C[c] are not computable

o the lattice iterations in P(€) are transfinite

Finding the best invariant is an undecidable problem

Note:

Even when | is finite, a concrete analysis is not tractable:
e representing elements in P(V — 1) in extension is expensive
e computing C[c], %ﬂc]] explicitly is expensive
o the lattice P(V — 1) has a large height (= many iterations)
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Abstraction




Abstraction

Numerical abstract domains

A numerical abstract domain is given by:

@ a subset of P(&)

(a set of environment sets)

together with a machine encoding,
o effective and sound abstract operators,

@ an iteration strategy
ensuring convergence in finite time.
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signs

non relational

relational

linear equalities

Non-Relational Numerical Abstract Domains

intervals

polyhedra

congruences

octagons



Academic implementation: Apron and Interproc

Abstraction

Apron: library of numerical abstractions [Jean09]

Interproc: on-line analyzer for a toy language, based on Apron

Fchier Edition Affichage Historique Marque-pages Outils Aide

Please type a program, upload a file from your hard-drive, or choose one the provided
I

examples

[parcourr. |

\usspsupphed S

ocas, agk{x ALy o) et (res:ine)
Vartiant, tii
begin

assune x»=0 and y:

b

(nore precise) */ |

if (y<=0) then /* y<=0 instead of x==0 (nore precise) */
= x-1:

t
res = ggg(u 1) v

Nurnerical Abstract Domain: | convex polyhedra (polka) ¢]

Kind of Analysis: [f (sequence of forward and/or backward analysis)

Iterations/Widening options:

O guided iterations [] widening first

(1] widening defay (1| widening frequency\z | descending steps
lo debugging level (0 to 6)

Hit the OK button to proceed: [ ok | | [ Reset |

ple' language syntax

Here are some program examples: incr ackerman fact numerical numerical2 maccarthy91

heapsort symmetricalstairs

o

http://pop-art.inrialpes.fr/interproc/interprocweb.cgi
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http://pop-art.inrialpes.fr/interproc/interprocweb.cgi

Abstraction

Numerical abstract domains (cont.)

Representation: given by

@ a set D? of machine-representable abstract environments,

@ a partial order (Dﬁ,E,Lﬁ,Tﬁ)
relating the amount of information given by abstract elements,

@ a concretization function v: Df — P(&)
giving a concrete meaning to each abstract element,

@ an abstraction function « forming a Galois connection («, ) is optional.

Required algebraic properties:

@ 7 should be monotonic: Xt C Y — ’y(?(ﬁ) - ’V(yﬂ),
o y(L%) =0,
o y(TH=¢.

Note: v need not be one-to-one.
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Abstraction

Numerical abstract domains (cont.)

Abstract operators:  we require:

%
e sound, effective, abstract transfer functions C*[c], C*[c]
for all commands c,

e sound, effective, abstract set operators U?, N¥,

@ an algorithm to decide the ordering C.

Soundness criterion:

F% is a sound abstraction of a n—ary operator F if:
vl L b e DY, F(y(X)),... . o(&h) C A(FH(X]...., A7)
FHAE .. X8 = a(F(v(XD),..., (X)) is optional.

Both semantic and algorithmic aspects.
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Abstraction

Abstract semantics

Abstract semantic equation system

Xt L — Dt
Th if¢=e (entry)
X o # g .
¢ = U C'lc]X; ift+#e  (abstract transfer function)
(¢,c,0)eA

Soundness Theorem

Any solution (X})geﬁ is a sound over-approximation of the
concrete collecting semantics:

where X} is the smallest solution of
& entry

Xy = U Cle] Xy ift#e

(¢ ,c,0)EA

Ve e L, v(XP) D X

v
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Abstraction

Iteration strategy

Resolution by iterations in D

To effectively solve the abstract system, we require:

@ an iteration ordering on abstract equations

(which equation(s) are applied at a given iteration)

@ a widening operator V to speed-up the convergence,
if there are infinite strictly increasing chains in D%,

v : (D! x D¥) — D! is a widening if:
o itissound:  y(X¥*) U~(VF) C y(XF v IF)
e it enforces termination:
V sequence (WF)ien
the sequence Xg = yg, Xh, = Xiﬁ v )

i+1 — i+1
stabilizes in finite time: 3n < w, X,éﬂ = Xt
(note: In, Vm > n, quH = ,g, is not required)
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Abstraction

Abstract analysis

W C L is a set of widening points if every CFG cycle has a point in W.

Forward analysis:

X
X2, L
T* ifl=e
2 Ul cpea CLel 2 ifEgW, e

X" U enen CLel X" ifLew, t#e

@ termination: for some 0, V¢ € L, XEWH = 36

@ soundness: V0 € L, Xy C 'y(/l’éjé)

@ can be refined by decreasing iterations with narrowing A
(presented later)

@ here, we apply every equation at each step, but other iteration
schemes are possible (worklist, chaotic iterations, see [Bour93a])
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Abstraction

Abstract analysis (proof)

Proof of soundness:

Suppose that V/, X£6+1 = X}é.

If £ = e, by definition: X% = T# and v(T%) = £.
g0 _ 6+l _ # )

If£# e £&W, then X" = X, _U(z'ce)eAC[[cﬂXz’ .

By soundness of U? and C#[c], A/(Xeﬁa) 2 U(ere,neaClcl 7(2(5,5).

If £# e, £ €W, then Af° = X" =X v Uf,  Clc] )0,

By soundness of v, 'y(Xgé) B) V(U?l/,c,z)eA Ctc] Xg/é),

and so we also have '\/(XZM) 2 U c,00eaClc] 'y(Xl}i,‘S).

We have proved that M.fy(z\’fé) is a postfixpoint of the concrete equation system.

Hence, it is greater than its least solution.
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Abstraction

Abstract analysis (proof)

Proof of termination:

Suppose that the iteration does not terminate in finite time.
Given a label ¢ € L, we denote by i,%, ce ié‘, ... the increasing sequence of unstable
k41 P
indices, i.e., such that Yk, X*/ = # X},
As the iteration is not stable, Vn, 3¢, Xeﬁ” #* X}”“.
Hence, the sequence (i[ff)k is infinite for at least one £ € L.
We argue that 3¢ € W such that (i[ff)k is infinite as, otherwise,
N = max { ik |¢ € W} +|L]| is finite and satisfies: Vn > N, V¢ € L, Xf” = Xf"‘*’l,
contradicting our assumption.
K
For such a £ € W, consider the subsequence yﬁ = Xf’li comprised of the unstable
iterates of Xf.
Then yﬁk“ = yﬁk v ZEk for some sequence Zhk,

The subsequence is infinite and Vk, Yphk+l #* Yk which contradicts the definition of
V.

Hence, the iteration must terminate in finite time.
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Abstraction

Abstract analysis (cont.)

Backward refinement:

Given a forward analy5|s result (X )sec and an abstract output )*
at x, we compute (yg)gec.

R A AN
yg# def ﬁ
R AR if 0= x
pL ac < . .
Vit = X0 e en CHl]V if ¢ W, £+ x

F
V" 0 (X Ul epyen CELE]VYT) ifLEW, € x

A overapproximates N while enforcing the convergence of
decreasing iterations  (the definition will be given later, on intervals)
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Non-relational domains
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Non-relational domains Value abstraction

Value abstract domains

Idea: start from an abstraction of values P(I)

Numerical value abstract domain:

B¢ abstract values, machine-representable

vp: B¥ — P(1)  concretization

Cp partial order

15 T% represent () and |

ut, ﬂt}) abstractions of U and N
Vb extrapolation operator

ap: P(I) — B*  abstraction (optional)
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Non-relational domains Value abstraction

Derived abstract domain

Df (Vs (B { L ))u{Lt)

@ point-wise extension: X! € D! is a vector of elements in B

(e.g. using arrays of size |V|)

@ smashed J_ﬁ (avoids redundant representations of )

Definitions on D* derived from B¢:

wr [0 if X% =11
Y(XF) = ¢ -
{p|¥V, p(V) € 1(X*(V))} otherwise

e [ L if X =0
o) = AV.ap({p(V)|pe€ X}) otherwise
T VT
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Non-relational domains Value abstraction

Derived abstract domain (cont.)

xEC oyt & w1 Ey (e E £ LAYV, XE(V) T, VE(V))

A% if Xt = 1%
Xt ye def ) AF if VF =
AV.XE(V) UL YE(V)  otherwise
vt if Xt = 1#
Xty pt def P if = 18
AV.XE(V) v, YE(V)  otherwise
1t if Xt = 1% or Yt
xtnt pt &F { 1t if 3V, XF(V) Nk YE(V) =
AV.XE(V) N! YE(V)  otherwise

We will see later how to derive C/[ c] ,%ﬁ[[ c] using:

o abstract operators +%, ... for CIV < €]

backward abstract operators +t}j, e

for Cﬁ[[V<—e]] and Cf[ex0]*
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Non-relational domains Value abstraction

Cartesian abstraction

Non-relational domains “forget” all relationships between variables.

Cartesian abstraction:

Upper closure operator p. : P(€) — P(€)
pe(X) = {pe&|VVeV, I eX, p(V)=p(V)}

A domain is non-relational if poy =7,
i.e. it cannot distinguish between X and X if pc(X) = pc(X).

Example: po({(X,Y)| X € {0,2},Y € {0,2}, X + Y < 2}) = {0,2} x {0,2}.

— > ®
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Non-relational domains Value abstraction

Generic non-relational abstract assignments

Given: sound abstract versions in B¢ of all arithmetic operators:

[c, c/]” {xlce<x<c'} C (e, c/]E)
—g- { x|xe%<xﬁ)} C (-t ; g
i {xtylxew(XDy ey C (X 4 V)

We can define:

@ an abstract semantics of expressions: Ef[e] : Df — B!

def #

Effe] L¥ = 1}

if Xt £ 1t

Elle, 11X = fe.cl]

Ef[V] Xt ef xiv)
def

Ef] —e] x* :ef — Effe] Xt

Effer+er] XF = Effe ] Xt +f, Effex] X

Course 03 Non-Relational Numerical Abstract Domains Antoine Miné

p. 27 /78



Non-relational domains Value abstraction

Generic non-relational abstract assignments (cont.)

We can then define:

@ an abstract assignment:

1 if V= 1!

CHV « e Xt «f
[ el XV Vg] otherwise

where Vg = Ef[e] X%

Using a Galois connection (ap, yp):

We can define best abstract arithmetic operators:

[Cvcl]i ef ap({x|c<x<c'})
“tab T o xIxen¥h))
X VE e ({xyx e v, y eV

Note: in general, Ef[ e] is less precise than ap o E[e] o~y
eg. e=V —Vand y,(X¥(V)) =[0,1]
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The sign domains




Non-relational domains The sign domains

The sign lattices

Hasse diagram: for the lattice (B!, Cp, L} T%)

v /\\
NS E\><><\
| \\/

1

simple signs extended signs

The extended sign domain is a refinement of the simple sign domain.

The diagram implicitly defines U* and N* as the least upper bound and
greatest lower bound for C.
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Non-relational domains The sign domains

Operations on simple signs

Abstraction a: there is a Galois connection between B* and P(1):

1 ifs=0
we | 0 ifs={0}
ap(S) = >0 elseifVse S, s>0
<0 elseifVse S, s<0
otherwise

Derived abstract arithmetic operators:

dof 0 ifc=0
cf T ap{ch) =2 <0 ifc<o
>0 ifc>0

L a({ x+y | x €m(XE), y €(YE) D)

14 i Xoryt=1!
0 ifXt =Yt =0

={ <0 elseif X?and Y? e {0,<0}
>0 elseif X! and Y# € {0,> 0}
Tﬁ otherwise

X¢ 4 v
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Non-relational domains The sign domains

Operations on simple signs (cont.)

Abstract test examples:

» XX — 0]  if X%(X) <€ {0,>0}
Cx <o]at & XX =< 0] if X4(X) e {TE <0}
1t otherwise
- fIX<0]&® ifc<o0
i ox g def CIX <0] =
ClX—c=o]x* = ({ Xt otherwise
CX-Y<o]at ¥
CH{X <0]xt if X%(Y) e {0,<0}

Nt
P otherwise
CHY >0]X* if X%X) < {0,>0}
Xt otherwise

Other cases: Cf[expr 0] &* ©xts always a sound abstraction.
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Non-relational domains The sign domains

Simple sign analysis example

Example analysis using the simple sign domain:

XI5 — X 0] P U

X < 0; .
while X < 40 do CHX + X+1]A5
X X+1 XIt = X < 40] A
done Xfi—}—l — Cﬁ[[X Z 40]] X2ﬁl
Program Iteration system

10

L 7 7 7 A 7

TF TE T T TF T
1P X=0[X=0|X>0|X>0|X>0
18] 1F [ X=0|X=0|/X>0[X>0
18] 1fF [ X=0[X=0|X>0|X>0
CFG [terations

x
N

w 3

QO «—— 0 «——

L/l

x

1

x

RN

VI SIS
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Non-relational domains The constant domain

The constant domain
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Non-relational domains The constant domain

The constant lattice

Hasse diagram:

\\\//

B =1u{T} 15}

The lattice is flat but infinite.

Course 03 Non-Relational Numerical Abstract Domains Antoine Miné

p.35/78



Non-relational domains The constant domain

Operations on constants

Abstraction «: there is a Galois connection:
14 ifsS=0
ap(S) € { ¢ ifS={c}
Ti otherwise

Derived abstract arithmetic operators:

Cg d:ef (o
1% if Xt or Yt = 1%
# # # def é’ b "
(X)+b(Y) = T else if Xt or Yﬁ:Tb
xé’ +Y?  otherwise
1! if Xtor Yt =17
3 0 else if X! or Y! =0
x4y <t vty L
(X) b( ) T4 eIseifX’iorYﬁ:Tii7

X67 x YP  otherwise
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Non-relational domains The constant domain

Operations on constants (cont.)

Abstract test examples:

14 if X4(X) ¢ {c, TL}

C[X-c=0]x% =
L c=0] XX+ c] otherwise

CGIX-Y-—c=0]x% =
C[X = (X5(Y) +¢) = 0] X% if X5(Y) ¢ {1}, TE} |

Xt otherwise
CHLY — (XH(X)—c)=0] % if x¥(X) ¢ {1L 7%}
p otherwise

Course 03 Non-Relational Numerical Abstract Domains Antoine Miné p.37 /78



Non-relational domains The constant domain

Constant analysis example

B* has finite height, the (X}") converge in finite time.
(even though B is infinite. . .)

Analysis example:

X < 0; Y < 10;
while X < 100 do

Y <« Y- 3;
X< X +Y; o
Y+~ Y+ 3
done
I . . X — T
The constant analysis finds, at e, the invariant: { v _7 b

Note: the analysis can find constants that do not appear
syntactically in the program.
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Non-relational domains The interval domain

The interval lattice

Introduced by [Cous76].
B {[a,b]|aclU{—0}, belU{+oo},a<b} U {L}

[-00,+00]

oo [-o0,1] ... [-05;,9] [»1,4;00] [0,;00]
(191

. [-1,1] ... [0,9]

'/\ /\”

. [-1,01  [01] ... [1,9] ...

R AVAY Y

-[-1,-1] [0,0] [1,1] ... [9,9] ...

Note: intervals are open at infinite bounds +o00, —o0.
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Non-relational domains The interval domain

The interval lattice (cont.)

Galois connection (ap, Yp):

w(a, b)) £ {xella<x<b}

‘ 1 if X =0
X = b
() { [min X', max X'] otherwise

If 1 =Q, ayp is not always defined. . .

Partial order:

def

[a,b] Cp[c,d] <= a>candb<d
T =

[a,b] Uy [c,d] = [min(a, c), max(b,d)]

dot { [max(a, c),min(b, d)] if max < min

[—o0, +00]

# det
[a, b] N}, [c, d] = J_% otherwise

If I #£ Q, it is a complete lattice.
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Non-relational domains The interval domain

Interval abstract arithmetic operators

CEI N (2
il E bl
[a.6] +i[ed] = [atebtd
[a.6] ~fle.d] = [a—d.b—d]
[a, b] ><l’j7 [e, d] def [min(ac, ad, bc, bd), max(ac, ad, bc, bd)]
1! ifc=d=0
[min(a/c,a/d,b/c, b/d), elseif 0 < ¢
[a.6] /f lecd] = max(a/c,a/d, b/c,b/d)]
[—b, fa]/ﬁ[fd, —c] elseif d <0

([a, b]/%[c,0]) U? ([a, b]/4[0,d])  otherwise

where| £00x0=0, 0/0=0, Vx,x/+oco=0
Vx >0, x/0 = 400, Vx<0,x/0=—00

Operators are strict: —nbLﬁ = Li, [a, b] +2 iﬁ = L%, etc.
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Non-relational domains The interval domain

Exactness and optimality: Example proofs

Proof: exactness of +ﬁb

Proof

{x+ylxep(la bl), y € (e, d]) }
{x+yla<x<bAnc<y<d}
{z|la+c<z<b+d}
Yo([a+ ¢, b+ d])

v([a,b] +} [c,d])

optimality ofug
ap(vs([a, b]) Uvs([c, d]))
ap({x|a<x<b}U{x|c<x<d})
ap({xla<x<bVve<x<d})
[mn{x]a<x<bVvVec<x<d}max{x|a<x<bVc<x<d}
[min(a, c), max(b, d)]
[a, b] U? [c, d]

but Uﬁ is not exact
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Non-relational domains The interval domain

Generic interval abstract tests, step 1

Example: CH[X +Y —Z <0]X*
with X = { X —[0,10], Y — [2,10], Z ~ [3,5] }

First step: annotate the expression tree with intervals

T [-3,17]
/N ﬂ PN
+ z + z
T [3,5] 2, 20] [3,5]
[ 2N
X Y X Y
[0,10] [2,10] [0,10] [2,10]
(1) 2)

Bottom-up evaluation similar to interval expression evaluation
using —1—%, —i, etc. but storing intervals at each node.
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Non-relational domains The interval domain

Generic interval abstract tests, step 2

Example: CH[X +VY —Z <0] A"
with X% = { X + [0,10], Y = [2,10], Z ~ [3,5] }

Second step: top-down expression refinement.

[-3,0] [-3,0]
ﬂ e AN yd AN
+ Z + VA
[2, 20] [37 5] [27 5] [37 5]
TN ﬂ /N
X v X v
[0.10] [2,10] [0,3] 2,5]
) *)

@ refine the root interval, knowing that the result should be negative;
@ propagate refined intervals downwards;

@ intervals at leaf variables provide new information to store into X%.
{X 0,3, Y > [2,5]. 2 > [3,5]}
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Non-relational domains The interval domain

Backward arithmetic and comparison operators

In general, we need sound backward arithmetic and comparison

operators that refine their arguments given a result.

Soundness condition: for < 0ti <_ﬁ, <_§),

Xl =< oﬁ(x ) =
“Ixe wb(xﬁ) |x < 0} CAp(X}) C yp(Xf)

xf = Shxg R RY) =
{x]x € w(X]), —x € Ww(RE)} Cp(X}) C vp(Xf)

(Xﬁ/ yb/) _ ( yb’rRi):

{xe wb(xg) 13y e vb(yg) x+y€m(RE)}C (X)) C vb(xﬁﬁ)
{y € (V) 13x € (X)), x + ¥y € v(RE) } € 1u(V}') € 76(V})

Note: best backward operators can be designed with «:
eg for Fi: X = ap({x € w(X]) |3y € %)), x+y € w(RE) D)
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Non-relational domains The interval domain

Generic backward operator construction

Synthesizing (non optimal) backward arithmetic operators
from forward arithmetic operators.

def

Sobad) € afnf [—o0, 0]}

— def
ShERY) = afnf (<) RY)

def

FhE, Vi RE) = (af 0 (RE 2 0E), VEnE (RE - )

<_ﬂ( 7yb,Rﬁ) dEf (Xﬁ mﬁ (Rﬁ +ﬁ yb) yb mﬁ (Xﬁ ﬁRj[:;))

def

S, VERE) = (XEE (RE /2 V), VEnE (RE /8 &)

S (8§ VD, Vi (g /) U [0.01)))
R if1£2
RE +2 -1, 1]?, if | =Z (as / rounds)

+—
/it v RE) €

#_
where S; =

Note: Wb(xj,y}j,ng) = (le,y}j) is always sound (no refinement).
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Non-relational domains The interval domain

Interval backward operators

Applying the generic construction to the interval domain:

1

def [a, min(b,0)] fa>0
§ otherwise

b

St b),[r,s]) < [a, b] NF [—s, —r]

Fi(la ) [e. d), [r,s]) = ([a, ] AF [r — d,s — ],
[e,d] M [r — b,s — a])
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Non-relational domains The interval domain

Generic non-relational backward assignment

Abstract function: <E[[ V «— e] (X, RY)

F
over-approximates v(X*) N C[V « e] y(R*?) given:
@ an abstract pre-condition X* to refine,
@ according to a given abstract post-condition R

Algorithm: similar to the abstract test

@ annotate variable leaves based on X% Nf (RE[V Ti]);

@ evaluate bottom-up using forward operators oi;

e intersect the root with R*(V);

@ refine top-down using backward operators %f’;
o return X% intersected with values at variable leaves.

Note:
@ local iterations can also be used
F
@ fallback: CY[V « e] (X%, RY) = X% N (RE[V s TY))
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Non-relational domains The interval domain

Interval backward assignment example

Example: CH[X ¢ X + Y — Z] (X4, RY)
with Xf = { X = [0,10], Y ~ [2,10], Z ~ [1,5] }
and R = { X — [=6,6], Y — [2,10], Z — [2,6] }

T [—3_, 18]
/N | /N
i ) 2,20 oo
T b I b
R /
X Y X Y
[0, 10] [2,10] [0,10] [2,10]
[3,6] [3,6]
| VRN VRN
+ z n z
[2,20] [2,5] [2,8] [2,5]
/ AN ﬂ / AN
X Y X Y
[0, 10] [2,10] [0, 6] 2, 8]
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Non-relational domains

The interval domain
Interval widening

Widening on non-relational domains:

Given a value widening Vp: B! x B — B¢,

we extend it point-wisely into a widening vV: D x Df — DF;
Xy YEEAVL(XEV) v, VEHV))

Interval widening example:

Ik v, At E

[a,b] v [c,d] & Ha ifa<c

b if b>d
—00 otherwise ’ +00 otherwise

Unstable bounds are set to +=00. )
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Non-relational domains The interval domain

Analysis with widening example

Analysis example  with W = {2}

Lo L 7 I Il N 1 N 7

onl T | TE | TFE[TE] TE[ TF T

X>40 2v | Lt | =0|=0]|>0 >0 >0

20—> 0 3 18| 1t | =0 | =0 €[0,39] | €]0,39]

X <4Ol 4 4 18| 1B | 1k | 1t | >40 > 40
3@ XeX+1

More precisely, at the widening point:

X = 1 v ([0,0] UF L#) = 1f v5[0,0] = [0,0]
X2 = 10,00 v,([0,0] ug 1% = [0,0] ¥,[0,0] = [0,0]
xP = 10,00 v,([0,00U[1,1]) = [0,0] Vp[0,1] = [0,+o0of
X3 = [0,400] V5 ([0,0] UZ [1,40]) = [0,+00] V5[0,40] = [0, +o0]

Note that the most precise interval abstraction would be
X €]0,40] at 2, and X =40 at 4.
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Non-relational domains The interval domain

Influence of the widening point and iteration strategy

Changing )V changes the analysis result

Example: The analysis is less precise for W = {3}.
10

7 N 7 N A 7 8
x<ol TE | TE TE TE TE TE
X 2 40

B WN RS

5 =0|=0]|€[0,1] | €[0,1] | >0 | >0
20—>0 v 1t |=0] =0 >0 | >0| >0
X<40l 4 14| 1 1t 1t 1% | >40

Intuition: extrapolation to +oco is no longer contained by the tests.

Chaotic iterations

Changing the iteration order changes the analysis result in the
presence of a widening.
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Non-relational domains The interval domain

Narrowing

Using a widening makes the analysis less precise.

Some precision can be retrieved by using a narrowing A.

Binary operator D! x D! — D! such that:
° (Xti mﬁyﬁ) C (;(ﬁAyﬁ) C Xt
e for all sequences (X,-ﬁ), the decreasing sequence (y,ﬁ)
B X
def

def i i
P = DA ad
is stationary.

defined by

This is not the dual of a widening!
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Non-relational domains The interval domain

Narrowing examples

Trivial narrowing:

XEAY

def . .
# = X% is a correct narrowing.

Finite-time intersection narrowing:

. Xtntyt ifi< N
gi A P def . =
ATy {Xﬁ' ifi>N

Interval narrowing:

(o, 6] 0 [, ] & Hc if 2= o0 {d if b= +00

a otherwise b otherwise

(refine only infinite bounds)

Point-wise extension to Di: Xt A Vi & )\V.(Xﬁ(\/) Ap yﬁ(\/))
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Non-relational domains The interval domain

Iterations with narrowing

Let X be the result after widening stabilisation, i.e.:

T if ¢ =e
é
Xty = UIj Cﬁ[[c]]/'l,’zﬁ,‘s if { #£e
(¢ e 0)EA

The following sequence is computed:

T4 ifl=ce
# gi i
U Cﬁ[[ C]] y ) if ¢ ¢ W
yﬁo def XtizS yﬁ’+1 def (¢ ,c,L)eA
Vi A Uli CHc]dF ifrew
(¢, c.0)EA

@ the sequence (yg") is decreasing and converges in finite time,

e all (yg") are solutions of the abstract semantic system.
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Non-relational domains The interval domain

Analysis with narrowing example

Example with W = {2}

1o A /A N i B S I
X0 l 1 T TH T T
X =40 24 >0 € [0,40] | €[0,40] | € [0,40]
20—>0 3 €1[0,39] | €[0,39] | €[0,39] | €]0,39]
X <40 4 4 > 40 > 40 =40 =40
3 ® X X+1

Narrowing at 2 gives:

Vi [0, +00] Ap ([0,0] U% [1,40]) = [0, +oo[4p[0,40] = [0,40]
y§2 — [0,40] £,([0,0]U} [1,40]) = [0,40] 4,[0,40] = [0,40]

Then V¥ : X € [0, 40] gives Vi : X = 40.

We found the most precise invariants!
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Non-relational domains

Improving the widening

The interval domain

Example of imprecise analysis

1Q intervals | extended intervals
X 40 ¢ with vy, signs with v}
‘-0 1 TH TH TE
20 >0 2v | X<40 X>0 X € [0,40]
4 3 X <40 X>0 X € [0,40]
X#0 l 4 X=0 X=0 X=0
3@ X<X-1

The interval domain cannot prove that X > 0 at 2,
while the (less powerful) sign domain can!

Solution: improve the interval widening
dof a ifa<c b ifb>d
[a,b] V) [c,d] = 0 ifo<c<a ,< 0O ifo>b>d
—oo  otherwise 400 otherwise

(v}, checks the stability of 0)
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Non-relational domains The interval domain

Widening with thresholds

Analysis problem: X« 0;
while @ 1 =1 do
if [0,1] = 0 then
X« X+ 1;
if X > 40 then X <« 0 fi
fi
done

We wish to prove that X € [0,40] at e.

e Widening at e finds the loop invariant X € [0, +00].
x4 = [0,0] 75 (10, 0] UF [0,1]) = [0,0] V5 [0, 1] = [0, +oc]

@ Narrowing is unable to refine the invariant:
Ve = [0, +00] 4 ([0,0] UF [0, +oc[) = [0, +oc]

(the code that limits X is not executed at every loop iteration)
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Non-relational domains The interval domain

Widening with thresholds (cont.)

Solution:

Choose a finite set T of thresholds containing +00 and —cc.

Definition: widening with thresholds VZ—

T def a |fa§ C
[a,b] vy [c,d] = H max {x € T | x < c} otherwise ’

b if b>d
min {x € T | x > d} otherwise

The widening tests and stops at the first stable bound in T.
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Non-relational domains The interval domain

Widening with thresholds (cont.)

Applications:
@ On the previous example, we find:

X e[0, mn{xe T|x>40}].

@ Useful when it is easy to find a 'good’ set T.

Example: array bound-checking

@ Useful if an over-approximation of the bound is sufficient.

Example: arithmetic overflow checking

Limitations: only works if some non-oco bound in T is stable.
Example: with T = { 5,15 }

while 1 =1 do while 1 = 1 do
X« X+ 1; X+~ X+ 1;
if X > 10 then X < 0 fi if X # 10 then X « 0 fi
done done
15 is stable no stable bound
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The congruence domain
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Non-relational domains The congruence domain

The congruence lattice

B {(az+b)|aeN, bezZ}u{ll}
_ 1Z+O.

0Z+6 0Z2+3 ..

~X //

Introduced by Granger [Gran89].
We take | =Z
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Non-relational domains The congruence domain

The congruence lattice (cont.)

Concretization:
. k+blkez} if X} =(azZ+b)
Xﬁ def {a b
Note that v(0Z + b) = {b}.
vp is not injective: vp(2Z 4+ 1) = v5(2Z + 3).

Definitions:
Given x,x" € Z, y,y' € N, we define:
o y/y <L ydivides y’ (3k € N, y/ = ky) (note that Vy: y/0)

o x=x' [y] <d26f> _)//|X — X/| (in particular, x = x' [0] <= x =x')

def

@ V is the LCM, extended with y V0 ) Vy =0
def

@ A is the GCD, extended with y A0 o OANy =y
(N, /,V,A,1,0) is a complete distributive lattice.
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Non-relational domains The congruence domain

Abstract congruence operators

Complete lattice structure on B:

@ (aZ+b)Cp ('Z+ 1) &4 a'/aand b= b [d]

o T/ ¥ (1z+0)

® (aZ+b) Uk (aZ+b) L (ana Alb—b)Z+b
va)Zz+b" ifb=b[ana

o (az+b)ni (aZ+b) < fg F)Z+b7 [ana]

b such that b” = b [aV a'] = b’ [aV 2] is given

by Bezout's Theorem.

otherwise

Galois connection:  ap(X) = Ui (0Z + ¢)
ceX

(up to equivalence aZ + b= a'Z + b’ &L s nb=b [a])
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Non-relational domains The congruence domain

Abstract congruence operators (cont.)

Arithmetic operators:

[, ']t def 0Z+c ifc=c
P b o Tf) otherwise
—% (aZ + b) f Lz 4 (—b)
aZ+ b))+ (@z+b) Y (@and)Z+(b+ b
b

al + —(aZl+ = ana + -

Z4+b) - (dz+b) X NZ+(b—b'
(aZ+b) x5 (@2 +b) ' (aa' Aab' A a'b)Z + bl
(az+0b) /f @z +b) &

1 if /Z+ b =0Z+0
(a/|b')Z+ (b/b") ifa =0,b #0, b'|a, and b'|b
Tf) otherwise (not optimal)
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Abstract congruence operators (cont.)

Test operators:

oy def 1t ifa=0,b>0
=0, (az+b) = { aZb—I— b otherwise
— of
Note: better than the generic < Oi (Xg) S Xg ﬂi [—00,0]% =

Extrapolation operators:

@ no infinite increasing chain => no need for v
@ infinite decreasing chains = A needed

’ sy def aZ+b ifa=1
(aZ+b) 2p (24 b)) = { aZ+ b otherwise

def

Note: X% A V¥ = X% is always a narrowing.
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Non-relational domains

Congruence analysis example

The congruence domain

X<+ 0; Y « 2
while e X < 40 do
X ¢ X + 2;
if X < 5 then Y « Y+18 fi;

if X > 8 then Y « Y-30 fi
done

Xe2Z

We find, at e, the loop invariant { Y €67 42

Course 03 Non-Relational Numerical Abstract Domains Antoine Miné p. 68 / 78



Reduced products




Reduced products

Non-reduced product of domains

Product representation:

Cartesian product D o of Dﬂ and Dﬁ

o D!, Dl x D}
0 1o (X, X8) (&) N a(XD)
0 a1.0(X) = (a1(X), a2(X))

def

° (Xlﬁng) Cix2 (yf’yg) — X1 L1 yl and /"'/2ﬁ Lo yz

Abstract operators:  performed in parallel on both components:
def
o (X, ) Ui, (V] 98) ¥ (A UL 0L X 12 0%)
o (X, ) Viva (M1,05) & (¥ v1 )1, %] v20%)
o Clel (X, &) ¥ (CLe] o (), Cle]o(X))

Course 03 Non-Relational Numerical Abstract Domains Antoine Miné p. 70 / 78



Reduced products

Non-reduced product example

The product analysis is no more precise than two separate analyses.

Example: interval-congruence product:

X « 1;
while X - 10 < 0 do
X < X + 2
done;
*if X - 12 > 0 then* X «+ 0% fi

‘ interval ‘ congruence ‘ product
e | Xe[IL12] | X=1[2] | X=11
¢ X =12 X =12 0
* X=0 X=0 X=0

We cannot prove that the if branch is never taken!
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Reduced products

Fully-reduced product

Definition:
Given the Galois connections (1,71) and (a2,72) on Dg and Dg
we define the reduction operator p as:
p: €§X2ﬁ—ii?]ﬁ-><2 ﬁ ﬁ ﬂ ﬂ
p(X1, &5) = (a1(71(AT) N72(A3)), aa(71 (A7) N 72(A3)))
p propagates information between domains.

Application:
We can reduce the result of each abstract operator except V:
o (X[, A%) Ui, (M5, 5) = p(xf Ui O, A% U5 %),
o C:[c]1ua(Af, 5) & p(C[c] (), CLc]2(A5)).

We refrain from reducing after a widening v,
this may jeopardize the convergence (octagon domain example).
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Fully-reduced product example

Reduction example: between the interval and congruence domains:

Noting: @ & min{x > a|x=d[c]}
b max{x<b|x=d][c]}
We get:
(L8 1% if a > b/
pp([a, b],cZ+d) = { ([d,d],0Z2+4) ifad =b
([¢,b],cZz+d) ifd <¥b

extended point-wisely to p on DF.

Application:

o pb([10,11], 2Z + 1) = ([11,11], 0Z + 11)
(proves that the branch is never taken on our example)

° pb([la?’]a 42) = (J‘g)’ Ltlig)
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Reduced products

Partially-reduced product

Definition: of a partial reduction:
any function p : Dﬁl><2 — Dng such that:
T2V, ) = 12X, X))
(V1 98) = p(X, ) = § (V) ()
12(VE) € 12(X5)
Useful when:
@ there is no Galois connection, or

@ a full reduction exists but is expensive to compute.

Partial reduction example:
. 1B At = 1for A= 1f
plat,af) & 4 PN T e
(X7, X5)  otherwise
(works on all domains)
For more complex examples, see [Blan03].
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