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Machine Learning Revolution

Computer software able to efficiently and autonomously perform tasks
that are difficult or even impossible to design using explicit programming

Examples: object recognition, image classification, speech recognition, etc.
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ML in Safety-Critical Applications

Enables new functions that could not be envisioned before

Image-Based Taxiing, Takeoff, Landing Aircraft Voice Control
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ML i .
L in Safety-Critical Applications

Approximat
esc
omplex systems and automates decisi
iIsion-making

Deep Neural Network Compression for Aircraft

Collision Avoidance Systems
5 ‘P-_,BUSAéé'é"""""""“"“

‘ Kyle D. Julian' and Mykel J. Kochenderfer2 and Michael P. Owen®

, Abstract—One approach to designing decision making logic for floating point storage. A simple technique O reduce the size x
y an aircraft collision avoidance system frames the problem as a of the score table is to downsample the table after dynamic |

‘ Markov deciSIOn process and optimizes the system using dynamic  programming. To minimize the degradation in decision quality, l
programmmg. The resulting collision avoidance strategy can be . .
states are removed in areas where the variation between values |

| o0 represented as a numeric table. This methodology has been used | . . AI r ft ‘ ; L

L — in the development of the Airborne Collision Avoidance gystemX 10 the table are smooth. The downsampling reduces the s1z€ \ C ra O IS I O n AV .

. o (ACAS X) family of collision avoidance systems for manned and of the table by 2 factor of 180 from that produced by dynamic i OI an Ce
manned ajreraft, but the high dimens'onality of the state space programm'mg. For the rest of this papers the downsampled |

To jmprove SLOrage, efﬁgl.e‘r:cy, adeep ACAS Xu horizontal table 18 referred to as the baseline, |
wwiieh the use of |

~iainal table. |
. . erent table requires OVe! \
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ML in Safety-Critical Applications

STAT+

IBM’s Watson superc
cancer treatments, in
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omputer recommende

ternal documents show
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A self-driving Uber ran ared

light last December, contrary to
company claims

Internal documents reveal that the car was at fault

By Andrew Liptak | @AndrewLiptak | Feb 25, 2017, 11:08am EST

i

' Feds Say Self-Driving Uber SUV Did

Not Recognize Jaywalking
Pedestrian In Fatal Crash

Richard Gonzales November 7, 201910:57 PM ET
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Neural Networks

Feed-Forward Fully-Connected Neural Networks
with RelLU Activation Functions

Rectified Linear Unit (ReLU)

p
B i~1
i = max % 2 Wi Xkt by 0}

output max; Xy ;

input layer hidden layers output layer
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Feed-Forward Fully-Connected
RelU Networks as Programs
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x00 = input()
x01 = input()

x10 = -0.31 * x00 + 0.99 * xO1 + (-0.63)
x11 =-1.25 * x00 + (-0.64) * xO1 + 1.88

Xx10 =0 if x10 < O else x10
x11=0if x11 <0 else x11

x20 =0.40 * x10 + 1.21 *x11 + 0.00
x21 =0.64 * x10 + 0.69 * x11 + (-0.39)

x20 = 0 if x20 < O else x20
x21 =0if x21 < 0 else x21

x30 =0.26 * x20 + 0.33 * x21 + 0.45
X31 =1.42 * x20 + 0.40 * x21 + (-0.45)

return ‘ if x31 < 30 else ‘
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Maximal Trace Semantics

* x00 = input()
. . 01 = input(
e I [
| ? ? . x10 =-0.31 * x00 + 0.99 * xO1 + (-0.63)
R R x11 = =1.25 * x00 + (-0.64) * x01 + 1.88
¢ S I >
! S T, x10 = 0if x10 < O else x10
; S x11 =01if x11 <O else x11
? T ....... '}
I T T ............ x20 =0.40 " x10 + 1.21 * x11 + 0.00
I : I ........ ) x21=0.64 * x10 + 0.69 * x11 + (-0.39)
I A x20 = 0 if x20 < 0 else x20
Tl x21 =0if x21 < 0 else x21

#.'
3

[[ ]] x30 =0.26 * x20 + 0.33 “ x21 + 0.45

X31 =1.42 * x20 + 0.40 * x21 + (-0.45)
£

return ‘ if x31 < 30 else ‘

Caterina Urban

Static Analysis of Neural Networks



Neural Network Verification
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Collecting Semanti

x20 =0.40 * x10 + 1.21 *x11 + 0.00
x21 =0.64 * x10 + 0.69 *“ x11 + (-0.39)

x20 = 0 if x20 < 0 else x20
x21 =0 if x21 < 0 else x21
A
x30 =0.26 * x20 + 0.33 “ x21 + 0.45

.. X31=1.42"x20 + 0.40 * x21 + (-0.45)
A

return ‘ if x31 < 30 else ‘
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Stability

Goal G3 in [Kurd03]

Safety

Goal G4 in [Kurd03]

= Google Translate 53 m

Xp Text B Documents
[ ] DETECT LANGUAGE ENGLISH v - FRENCH ENGLISH SPAN v
Fa I rn eSS A nurse X Une infirmiére W
A doctor] Un médecin @
<) 16/5000 - <) o
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Stability

Goal G3 in [Kurd03]

Safety

Goal G4 in

Fairness

i

gle Translate

Xa Text B Documents

A nurse
A doctor|
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Local Stability

The classification is unaffected by small input perturbations

ra.d
L H

L2

~
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Local Stability

Distance-Based Perturbations

P;.x) E (x € ZL | 5(x,X)) < €}

Example (L, distance): P, (X) def {x' € Rl | max;| X; —X;| <€}

R0« BN M) € P(T*) | STABLEPS([M]))

9?;5(’6 is the set of all neural networks M (or, rather, their semantics [[M ]])
that are stable in the neighborhood P; .(X) of a given input x

e vy e [M]: (I € [M]: VO <i<|Ly|: tp(xp,) = X;)

A(Ix' € Py (x): VO < i < [ Lyl ty(xy,) = X))
= man l‘w(XN,]) —_ man Z‘C’O(XN,])

M E R%€ o {[M]} C K< ME R e [M] C | | R

STABLE>([M 1))
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Numerical Abstractions
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Forward Analysis

(@ check output for inclusion

in expected output:
included — ﬁztable

otherwise — alarm

® |
®

(D proceed forwards from
an abstraction of all
possible perturbations
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‘nterval Domain

X0 P [4, 6]

X0 = [0, 1] l Rel U

X0 = [4, 6]
®
o
2
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N la, D]
a,b e R
Xoo —> [17, 24]
ReLUl x30 + [0, 10]
Xoo > [17, 24]
- @ ﬁ
- N 14
0
0 A not precise enough!
N P
-
1.5 @
Xy = [0, 3] H
F%eLUA X3 = [—4, 4]
X1+ [0, 3]
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Interval Domain

with Symbolic Constant Propagation [Li19]

—1
Yo -x,+¢ ¢,ce R

’ [a, D] a,be R
i—1
xi,jH{Zk:OCk.Xk-i_c 0<a
/ [Cl, b]
=1, X; ;
Xi’j,_){zkzock X, + ¢ RelU ’ xin{[(j] ) e 0rD < b
la, b] ’ )
R‘ 0
X; i P> [0, 0] b<0
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Interval Domain

with Symbolic Constant Propagation [Li19]

‘x00+‘x()1 +4 2 . (x00+x01 +4) +3 . (05 'XOO+O.5 -x()l + 3)
X10 ™ 20 ™
[4, 6] (17, 24]

@ - @
@ ©
A
7
4 0

14
0(5\ 3'X00+3'X01+2
X30
(2, 8]
3 0
o Xoo + Xo; — 1
X —

©. 0 °
1
® - ®

05 'X00+05 .'x()l +3 {(XO0+X()1 +4) - 1 ‘ (05 .x00+0'5 -Xm +3)
Xo1
[1, 2]
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Interval Domain

with Symbolic Constant Propagation [Li19]

15 'XO()‘I‘ 15 ‘XOl +2'.X31 +2
10, 5)

{3 '.XOO+3 'X01+2
X30 P
° S
2 1
- -
xoo > ’
X
00 ™ [0 1] 4 0
3 0
x01 o

o1 [0 11 ~

-« 1.
0b
X31 =
RelLU <

A3] X i1 131
X31 4 [0, 1]
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DeepPoly Domain sign i

: zk Cl,k . xl,k + C, zk dl,k . xl,k + d] Ci,k’ C, di,k’ d = %
Xivl,j ™y
a, b] a,be R
[A, B]
Yij [a, b] 0<a
D
Q\Q\/ f [O b(xi,j_a)]
N X o > < > b-a
Rev v
4 [0, b] : - .
x..H{[A’B] o a<0A0<b
I, N )
la, b] @<, b, -
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DeepPoly Domain signi

@
2 1

[ ] O S e
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©
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DeepPoly Domain signi

- {[x00+x01+4, Xoo + Xo1 + 4]

i 4, 6]
@
2 1

S @O
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DeepPoly Domain signi
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DeepPoly Domain signi
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DeepPoly Domain signi
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DeepPoly Domain s

[ X0, X X015
X > 4 - 00> %00 Xop > :x01 Xo1]
0, 1] 0, 1]
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DeepPoly Domain s

PN [ Xo0s Xo0! N X015 Xo1]
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DeepPoly Domain s
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DeepPoly Domain s
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DeepPoly Domain s

(X005 X (X1,
Yoo > 4 - 00> *X00] Xop > :x01 Xo1]
0, 1] 0, 1]
Xig > ;.:006‘;‘ X01 + 4, X00 + X01 + 4] Xpy = { 52.54'])600 + 0.5 - X01 + 3, 0.5 - X00 + 0.5- X01 + 3]

2 X0+ 3 X, 2 X9+ 3 xq4] X190 = X115 X190 — *11]
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DeepPoly Domain signi
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DeepPoly Domain s

[ X0, X X015
X > 4 - 00> %00 Xop > :x01 Xo1)
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DeepPoly Domain s
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DeepPoly Domain s
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DeepPoly Domain s
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DeepPoly Domain s

[ X0, X X015
X > 4 - 00> %00 Xop > :x01 Xo1)
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Reading Assignmen

Efficient Formal Safety Analysis of Neural Networks

Shiqi Wang, Kexin Pei, Justin Whitehouse, Junfeng Yang, Suman Jana
Columbia University, NYC, NY 10027, USA
{tcwangshiqi, kpei, jaw2228, junfeng, suman}@cs.columbia.edu

Abstract

Neural networks are increasingly deployed in real-world safety-critical domains
such as autonomous driving, aircraft collision avoidance, and malware detection.
However, these networks have been shown to often mispredict on inputs with minor
adversarial or even accidental perturbations. Consequences of such errors can be
disastrous and even potentially fatal as shown by the recent Tesla autopilot crashes.
Thus, there is an urgent need for formal analysis systems that can rigorously check
neural networks for violations of different safety properties such as robustness
against adversarial perturbations within a certain L-norm of a given image. An
effective safety analysis system for a neural network must be able to either ensure
that a safety property is satisfied by the network or find a counterexample, i.e.,
an input for which the network will violate the property. Unfortunately, most
existing techniques for performing such analysis struggle to scale beyond very
small networks and the ones that can scale to larger networks suffer from high
false positives and cannot produce concrete counterexamples in case of a property
violation. In this paper, we present a new efficient approach for rigorously checking
different safety properties of neural networks that significantly outperforms existing
approaches by multiple orders of magnitude. Our approach can check different
safety properties and find concrete counterexamples for networks that are 10x
larger than the ones supported by existing analysis techniques. We believe that our
approach to estimating tight output bounds of a network for a given input range
can also help improve the explainability of neural networks and guide the training
process of more robust neural networks.

1 Introduction

Over the last few years, significant advances in neural networks have resulted in their increasing
deployments in critical domains including healthcare, autonomous vehicles, and security. However,
recent work has shown that neural networks, despite their tremendous success, often make dangerous
mistakes, especially for rare corner case inputs. For example, most state-of-the-art neural networks
have been shown to produce incorrect outputs for adversarial inputs specifically crafted by adding
minor human-imperceptible perturbations to regular inputs [36, 14]. Similarly, seemingly minor
changes in lighting or orientation of an input image have been shown to cause drastic mispredictions
by the state-of-the-art neural networks [29, 30, 37]. Such mistakes can have disastrous and even
ntiallv fatal conseauences. For examnle. a Tesla car in autonilot mode recentlv caused a fatal
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Max Speed 100

Stability

Goal G3 in [Kurd03]
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Safety

Goal G4 in [Kurd03]
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ACAS XU [Julian16][Katz17]

Airborne Collision Avoidance System for Unmanned Aircraft
iImplemented using 45 feed-forward fully-connected ReLU networks

g 5 input sensor measurements

i
PR
N
p

-

/UOWIl

" p: distance from ownship to intruder
e 0: angle to intruder relative to ownship heading direction
' - * « . heading angle to intruder relative to ownship heading direction
’ * V., Speed of ownship

Intruder

0"~~~ « V;...speed of intruder

5 output horizontal advisories

e Strong Left
 Weak Left

e Clear of Conflict
* Weak Right

e Strong Right
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ACAS Xu Properl:ies [Katz17]

Example: “if intruder is near and approaching from the left, go Strong Right”

Static Analysis of Neural Networks



Safety

Input-Output Properties

I: input specification

O: output specification

sL L (IM] € P(s*) | SAFEL (IMT)}

S }) is the set of all neural networks M (or, rather, their semantics [[M [])
that satisfy the input and output specification I and O

SAFEL(IMT) €' v e [M]: 1, E 1= 1, F O

ME SL < {IM]} C S§ MESheMlc| sh

Caterina Urban
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Numerical Abstractions
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Forward Analysis

@ check output for inclusion
in output specification O:
included — safe
otherwise — L& alarm

. t
o

(D proceed forwards from
an abstraction of the
input specification 1

_ Static Analysis of Neural Networks
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7 A @ Clear of Conflict
1

~ 1

-1.25

0 @ - ! @ Strong Turn

Caterina Urban
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1 A @ Clear of Conflict
1

~ 1

-1.25

@ ®

Caterina Urban
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DeepPoly Domain sign i

1 A @ Clear of Conflict
1
o0 /]
e
0 0
0 0
N
X1, X
o [X01> Xo1] ~ O
-1, 1] @ 125
-1

—-1<6<1 @ 3 ! @ Strong Turn

Caterina Urban
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ReLU(x)

DeepPoly Domain sign i

2 2 s
X1 > [X10> 5 - X10 + 3]
1
RelU [-1. 2]
. [%X00 + X015 X00 + Xo1]
-1, 2
7 A
@
\ 1
e
0 0
0 0
N
X0, X
R [X01> Xo1] X o
-1, 1) @ 1.25
1

—-1<6<1 @ 3 ! @ Strong Turn
[X00 — X01> X00 — X011
Xjj — { 00 01> 00 01

[_1’ 2]
RelLU , ,
P X115 5 X + 3

[_13 2’]

Caterina Urban
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DeepPoly Domain sign i

[xX10 + X115 X190+ X11]

@ Clear of Conflict

H
120779 0, &
0<p<l @ 1 A
@

xoo { [.XOO, xOo] N @ ~ 1
e
[0, 1] ; .
0] 0
N
o
®
1
A 1
4 [X10 — X1 1> X0 — X{] @ Strong Turn
Xa1 9 -2 1
RelLU } 33
[O, 0.5 - X1 + %]
Xy1 P < .
a 0<R4LU®M) b [0, _]

Caterina Urban
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DeepPoly Domain sign i

Static Analysis of Neural Networks

[Xzo +X21 + 1, X0 +X21 + 1]
X30
[1,5.5]

A @ Clear of Conflict
N 1
/'\ not precise enough!
.
o

-1.25

! @ Strong Turn

[xy;, — 1.25, x5y — 1.25]
13
[-1.25, 7]

"

X317

Caterina Urban



Interval Domain

with Symbolic Constant Propagation [Li19]

0<p<l1 @ 1 A @ Clear of Conflict
1
{xoo @
xOO >

[0, 1] g <

~ 1

> *o1 ™~ ) O
Y01 -1, 1] @ -1.25
—-1<6<1 @ 3 ! @ Strong Turn

Caterina Urban
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Interval Domain

with Symbolic Constant Propagation [Li19]

Xoo T Xp1 X10
[0, 2]

RelLU A @ Clear of Conflict

0<p<l @
@ |
{xoo
Xoo

[0, 1] g

~ 1

0 0
N
Xo1
Xo1 P ™~ O
01 {[_1, 1] @ @ -1.25
-1

—-1<6<1 @ A ! @ Strong Turn
P *00 ~ Xo1 . X11
1 [_19 2] 1 [03 2]

\/Rezu

Caterina Urban
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Interval Domain

with Symbolic Constant Propagation [Li19]

PN X10 X171
210, 4]

0<p<l1 @ 1 A @ Clear of Conflict
1
{xoo @
xOO >

[0, 1] g <

~ 1

> *o1 ™~ ) O
Y01 -1, 1] @ -1.25
—-1<6<1 @ 3 ! @ Strong Turn

. X10 — X1 . X21
21 [-2,2] 7! [0, 2]

\/Rezu

Caterina Urban
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Interval Domain

with Symbolic Constant Propagation [Li19]

0<p<1 @
®d
{xoo
Xoo

[0, 1] g <

Static Analysis of Neural Networks

xlo +x11 +x21 + 1
X309 =
(1, 7]

@ Clear of Conflict

I—)
31 (—1.25, 0.75]

Caterina Urban



Interval Domain

with Symbolic Constant Propagation [Li19]

DeepPoly Domain sign

X00 !
o @ «
1
. [X00» Xool @ @ ~
00 [0, 1] 7z~ 0 P 0
0 0
xOl ' 01> X011 ~ h
SGE ® .0 °
1

—1<6<1 @ 2 7

Static Analysis of Neural Networks Caterina Urban

Clear of Conflict

1

not precise enough!

-1.25

@ Strong Turn

[xy, — 1.25, Xy, — 1.25]
13
[-1.25, 2]

Static Analysis of Neural Networks

xlo +x11 +x21 + 1
X309 =
(1, 7]

@ Clear of Conflict

1

-1.25

|_>
31 (—1.25, 0.75]

Caterina Urban



Product Domain
DeepPoly with Symbolic Constant Propagation

1 A @ Clear of Conflict
1

)\ 1
Xoo P> 9 [x()(), xo()] 4 0 e 0
[0, 1]
§
[ X1 0 0
N
Xo1 4 [Xor> Xo1l ~ o
-1, 1] @ 1.25
N 1

—-1<6<1 @ 3 ! @ Strong Turn

Caterina Urban
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Product Domain

-

X10 — [0, 2]
RelLU X0 { g 5 X0 +31 = [—1, 2]
4
Xoo T Xo1 U [0, 2]
X10 = 3 [Xoo + Xo1> Xoo + Xo1
—-1,2
1 - [ | A @ Clear of Conflict
®
~ 1
Xo0 ~ 1 %005 Xo0l 7~ ; ~ .
10, 1]
[ X1 0 0
N
Xo1 > 9 [X01> X01] ~ o
& . ©
§
1
A [ Xon — X 1
—-1<6<1 00 — -*01 Strong Turn
X11 P 9 [%X00 — X015 X00 — Xo1
=1 2] r9‘611 — [0, 2]
RelLU X11 P 3 [.xll,%'xll‘F%] — [—1, 2]
[0, 2]

Static Analysis of Neural Networks
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Product Domain

r.xlo + xll — [0’ 4]
8
[x10 + X115 X190+ X111 — [0, 3
8
[09 _]
A @ Clear of Conflict
~ 1
o)
-1.25
7
@ Strong Turn
fle — [09 2]

[0, 0.5 x5, +0.5] = [0, 3]

Xr0 F>
1
@
Xoo P> 9 [x()(), xo()] 4 0 e 0
[0, 1)
[ X1 0 0
N
Xo1 P 3 [x()p x()l] ~
& o
-1
A
—-1<6<1 @
.
.xlo _xll _— [—2, 2]
7 7 X~1 > <
X1 = X = X1 X0 — X1l = =3, 3 2!

Static Analysis of Neural Networks
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Product Domain

-

L
1
]
[ X00 @ @
Xoo M 3 [x()(), xo()] 4 0 > .
[0, 1]
[ X1 0 0
~
Xo1 P 3 [%015 Xo1] ~
a8 o
-1
A

-

Static Analysis of Neural Networks

"

x10+x11+x21+ 1 —> [1, E]
[X20+XZI+1, X2O+X21+1] — [1, 45]
(1, 4.5]

A @ Clear of Conflict

1

-
© -1.25
@
Xy — 1.25 - [-1.25, =
[xp1 = 1.25, x5y = 1.25]  — [-1.25, %
[—1.25, ﬁ

Caterina Urban



Reading Assignment

Star-Based Reachability Analysis of Deep
Neural Networks

Hoang-Dung Tran!, Diago Manzanas Lopez!, Patrick Musau®, Xiaodong
Yang!, Luan Viet Nguyen?, Weiming Xiang', and Taylor T. Johnson'

! Institute for Software Integrated Systems, Vanderbilt University, TN, USA
2 Department of Computer and Information Science, University of Pennsylvania, PA,
USA

Abstract. This paper proposes novel reachability algorithms for both
exact (sound and complete) and over-approximation (sound) analysis for
deep neural networks (DNNs). The approach uses star sets as a symbolic
representation of sets of states, which are known in short as stars and
provide an effective representation of high-dimensional polytopes. Our
star-based reachability algorithms can be applied to several problems in
analyzing the robustness of machine learning methods, such as safety
and robustness verification of DNNs. Our star-based reachability algo-
rithms are implemented in a software prototype called the neural net-
work verification (NNV) tool that is publicly available for evaluation and
comparison. Our experiments show that when verifying ACAS Xu neural
networks on a multi-core platform, our exact reachability algorithm is on
average about 19 times faster than Reluplex, a satisfiability modulo the-
ory (SMT)-based approach. Furthermore, our approach can visualize the
precise behavior of DNNs because the reachable states are computed in
the method. Notably, in the case that a DNN violates a safety property,
the exact reachability algorithm can construct a complete set of coun-
terexamples. Our star-based over-approximate reachability algorithm is
on average 118 times faster than Reluplex on the verification of prop-
erties for ACAS Xu networks, even without exploiting the parallelism
that comes naturally in our method. Additionally, our over-approximate
reachability is much less conservative than DeepZ and DeepPoly, recent
approaches utilizing zonotopes and other abstract domains that fail to
verify many properties of ACAS Xu networks due to their conservative-
ness. Moreover, our star-based over-approximate reachability algorithm
obtains better robustness bounds in comparison with DeepZ and Deep-
Poly when verifying the robustness of image classification DNNs.

1 Introduction

Deep neural networks (DNNs) have become one of the most powerful techniques
to deal with challenging and complex problems such as image processing [15

Static Analysis of Neural Networks Caterina Urban




Stability

Goal G3 in [Kurd03]

Safety

Goal G4 in [Kurd03]

= Google Translate 5
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ML Impacts Our Society

In2p ' s
malmll.g.’.f'.’_‘i"””."'/e alonrithma . .

There's software used across the country to predict future criminals. And it's biased

against blacks.
by Julia Angwin, Jeff Larson, Surya Mattu and Lauren Kirchner, ProPublica n c H E c Ks A RE

“May . - Il A “ " M E
- ——

\‘\ i By Colin Lecher | @colinlecher | Feb 1, 2019, 8:00am EST
A |

Y o T T——
-4 e
& 7 / RAGO
% .7777 ZAM/A\(EA
o —_ cToBER 10,2018/ 5:1 that
| MIEEE | gusmessNEWS © ‘xt g‘\',OO
| BUSINEsg

) MORE v s1gy 1y r
5‘4/ | BUSINESS 83.25.2813 g7.g4 AM ' n Scraps Soec

Caterina Urban

Static Analysis of Neural Networks



Translation tutorial:

21 fairness definitions and their politics

Arvind Narayanan

@random_walker

) 005/5520

Tutorial: 21 fairness definitions and their politics

19,759 views * Mar 1, 2018 @ 196 @I 6 ~ SHARE

; LG ETEVERET
Q 226 subscribers SUBSCRIBE

Computer scientists and statisticians have devised numerous mathematical
criteria to define what it means for a classifier or a model to be fair. The
proliferation of these definitions represents an attempt to make technical sense of

SHOW MORE

Static Analysis of Neural Networks
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Dependency Fairness carouai

The classification is independent of the values of the sensitive inputs

it me

Static Analysis of Neural Networks Caterina Urban



Dependency Fairness

7. ¥ (1M1 € 2(z%) | UNUSEDL(IMT))

F ; is the set of all neural networks M (o, rather, their semantics [[M ]|)
that do not use the value of the sensitive input node x;, ; for classification

UNUSEDA(IMT) E' Vi € [MT,v € R: 1(x,,) # v = 3’ € [M]:

(VO <j < |Lyl:J#i= 1y(xp,) = 15(xp )
A fp(Xp) =V
A max; 1,(Xy ;) = max; 1,(xy ;)

Intuitively: any possible classification
outcome is possible from any value

of the sensitive input node X0.i

Caterina Urban
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Dependency Fairness

Caterina Urban
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Dependency Fairness

7. ¥ (1M1 € 2(z%) | UNUSEDL(IMT))

F ; is the set of all neural networks M (o, rather, their semantics [[M ]|)
that do not use the value of the sensitive input node X, ; for classification

UNUSEDA(IMT) E' Vi € [MT,v € R: 1(x,,) # v = 3’ € [M]:

(VO <j < |Lyl:J#i= 1y(xp,) = 15(xp )
A t(’)(xo,i) =y
A max; tw(xN’ j) = max; tc’o(xN, )

Intuitively: any possible classification
outcome is possible from any value

of the sensitive input node X0.i

Theorem

MEZF & {[M]} CF,

_ Static Analysis of Neural Networks



(Another) Hierarchy of Semantics

parallel semantics

(M1

M1}

Static Analysis of Neural Networks

dependency semantics

outcome semantics

collecting semantics
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(Another) Hierarchy of Semantics

parallel semantics

(M1

M1}

Static Analysis of Neural Networks

dependency semantics

outcome semantics

collecting semantics

Caterina Urban



Outcome Semantics ® ertioning = o1 of 1o

that satisfies dependency
fairness with respect to the

outcome classification yields
sets of traces that also SEIRN Y
dependency fairness

QAN

Caterina Urban
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Outcome Semantics

O def {{lo€ X | max; o(xy ;) =1} |0 <i<[Lyl} outcomes

Lemma

MEF. o {{te[M]|t,€0}|0e0}CFZ,

RN

(P(PEZF), C) (PPEXH), C.)

a,(S) d=ef {reTl|t,eO} | TeSAO e O} outcome abstraction

Caterina Urban
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Outcome Semantics

x00 = input()
x01 = input()

x10 = =-0.31 * x00 + 0.99 * xO1 + (-0.63)
x11 =-1.25 * x00 + (-0.64) * xO1 + 1.88

Xx10 =01if x10 < O else x10
x11 =0ifx11 <0 else x11

x20 =0.40 * x10 + 1.21 *x11 + 0.00
x21 =0.64 * x10 + 0.69 *“ x11 + (-0.39)

............. x20 = 0 if x20 < O else x20
......... x21 =0 if x21 < 0 else x21
.
x30 =0.26 * x20 + 0.33 * x21 + 0.45

.. X31=1.42"x20 + 0.40 * x21 + (-0.45)
A

return ‘ if x31 < 30 else '

Caterina Urban
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Outcome Semantics

O def {{oeX|maxjolxy ) =10} [0<i<|Lyl} outcomes

Lemma

MEF < {{te[M]]|t,€0} |00} CF,

RN

(P(PEZF), C) (PPEXH), C.)

a,(S) d=ef {reT|t,eO} | TeSAO e O} outcome abstraction

M1, E o, ((IM1}) = ({r € [M] | 1, € O} | O € O}

Theorem

MEZF o [M].Ca(F) s [M].CF,

Caterina Urban
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(Another) Hierarchy of Semantics

parallel semantics

(M1

M1}

Static Analysis of Neural Networks

dependency semantics

outcome semantics

collecting semantics

Caterina Urban



Dependency Semantics

' to reason about dependency

fairness we do not need to
consider all intermediate
computations between the
initial and final states of g trace

QAN

Caterina Urban
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Dependency Semantics

RN
(P(P(EXH)), C.) (P(PEXZ)), C.)

~_

~

a_(S) def {{{ty,t,) €eXXX|teT} | TS} dependency abstraction

Caterina Urban
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Dependency Semantics

x00 = input()
x01 = input()

x10 = =-0.31 * x00 + 0.99 * xO1 + (-0.63)
x11 =-1.25 * x00 + (-0.64) * xO1 + 1.88

Xx10 =01if x10 < O else x10
x11 =0ifx11 <0 else x11

x20 =0.40 * x10 + 1.21 *x11 + 0.00
x21 =0.64 * x10 + 0.69 *“ x11 + (-0.39)

x20 = 0 if x20 < O else x20
x21 =0 if x21 < 0 else x21

x30 =0.26 * x20 + 0.33 * x21 + 0.45

.. X31=1.42"x20 + 0.40 * x21 + (-0.45)
A

return ‘ if x31 < 30 else '

Caterina Urban




Dependency Semantics

N

(P(APEZF)), €. ) (PAPE X)), E.)

~_

~

a_(S) qef {{{ty,t,) €eXXX|teT} | TS} dependency abstraction

M1 € a_(IM1.) = {{{ip,1,) EEXE | 1€ [MI A1, €O} | O € O)

MEF oM., C.a(a(F)) <M., . a (F)

Caterina Urban

Static Analysis of Neural Networks



Dependency Semantics

' partitioning with respect to

the outcome classification
induces a partition of the
space of values of the iInput
nodes used for classification

Caterina Urban
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Dependency Semantics

RN

(P(APEZF)), €. ) (PAPE X)), E.)

~_ 7

~

q(S) {{(tO tYEXLXX|teT} | TeS} dependency abstraction

M1 € a_(IM1.) = {{{ip,1,) EEXE | 1€ [MI A1, €O} | O € O)

Theorem

MEF & [MI. C_. a_(a(F)) < M. C. a_(F)

l

Lemma

ME&F, o VA,B e [M].: (Aw#Ba)=>Ao|¢,ﬂBo|¢i=@)

_ Static Analysis of Neural Networks
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Naive Abstraction
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Naive Backward Analysis

®@) forget the values of the
sensitive input nodes

. t

(D proceed backwards
from all possible
classification outcomes

@ check for intersection:

empty — /fair
otherwise — alarm

_ Static Analysis of Neural Networks Caterina Urban



Naive Backward Analysis

x00 = input()

x01 = input()
x10 =-0.31 * x00 + 0.99 * xO1 + (-0.63)
x11 =-1.25 * x00 + (-0.64) * xO1 + 1.88

o
2, ' 2 o o & 04 x10 = 0 if x10 < O else x10
) T 0.00 x11 = 0if x11 < 0 else x11
x20 = 0.40 * x10 + 1.21 * x11 + 0.00
1.88 2 -0.39 x21 = 0.64 * x10 + 0.69 * x11 + (-0.39)
S N 2
Q" %‘) -0.45 x20 = 0 if x20 < 0 else x20

x21 =0 if x21 < O else x21

Lz o TR

x30 = 026*x20+033*x21 + 0.45
X31 —142*x20+040*x21 + (-0.45)

return * if x31|< 30 else ,

' too many disjunctions!
®

* @
,

Static Analysis of Neural Networks
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Back to the Semantics...
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(Another) Hierarchy of Semantics

parallel semantics

(M1,

M1}

Static Analysis of Neural Networks

dependency semantics

outcome semantics

collecting semantics

Caterina Urban



Pa ra I Iel Sem a nti CS ' partitioning a set of traces

that satisfies dependency
fairness with respect to the
non-sensitive inputs yields
sets of traces that also SEIRN Y
dependency fairness

Caterina Urban
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Parallel Semantics

V_\
(P(PEXL),CL) (PPEXI), )

~_ 7

[

() def {{{tp,t,) ER|ty€el} |RESAIEI] parallel abstraction

Caterina Urban
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Parallel Semantics

x00 = input()
x01 = input()

x10 = =-0.31 * x00 + 0.99 * xO1 + (-0.63)
x11 =-1.25 * x00 + (-0.64) * xO1 + 1.88

Xx10 =01if x10 < O else x10
x11 =0ifx11 <0 else x11

x20 =0.40 * x10 + 1.21 *x11 + 0.00
x21 =0.64 * x10 + 0.69 *“ x11 + (-0.39)

x20 = 0 if x20 < O else x20
x21 =0 if x21 < 0 else x21

x30 =0.26 * x20 + 0.33 * x21 + 0.45

.. X31=1.42"x20 + 0.40 * x21 + (-0.45)
A

return ‘ if x31 < 30 else '

Caterina Urban




Parallel Semantics

RN

(P(PEXL),CL) (PPEXI), )

~_ 7

[

() def {{{tp,t,) ER|ty€el} |RESAIEI] parallel abstraction

(ML =E o, (M)

= {{{tp,1,) EXXZ|tE[MIAtyelIrt, €O} |I€lAO €0}

Theorem

ME F, & (M G a(a_(a(F ) & M. C_ afa(F))

Lemma

MEZF, & VIel: VA B e (M).: (A, # B, = Ajl ;N Bjl,; = @)

_ Static Analysis of Neural Networks
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Better Abstraction
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Forward and Backward Analysis

(D partition the space of values of the non-sensitive input nodes

g

Static Analysis of Neural Networks

Qos XXX

Caterina Urban



Forward and Backward Analysis

(D partition the space of values of the non-sensitive input nodes

®@) proceed forwards from all
partitions to find:

Static Analysis of Neural Networks



Forward and Backward Analysis

®@) proceed forwards from all
partitions to find:

+ already ¢/ fair partitions
‘\\V"'{’\\
e

(D partition the space of values of the non-sensitive input nodes
X7 NI B—K
(X X =

>
/ N

r e
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Forward and Backward Analysis

(D partition the space of values of the non-sensitive input nodes

>

®@) proceed forwards from all
partitions to find:

' e already /fair partitions
X . i
NP O ‘{',’

(2 SO
% NEEE—X

/ N

g
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Forward and Backward Analysis

(D partition the space of values of the non-sensitive input nodes

®@) proceed forwards from all

Static Analysis of Neural Networks



Forward and Backward Analysis

(D partition the space of values of the non-sensitive input nodes

®@) proceed forwards from all

Static Analysis of Neural Networks



Forward and Backward Analysis

(D partition the space of values of the non-sensitive input nodes

® proceed forwards from all
partitions to find:
e already /fair partitions
* activation patterns

@ proceed backwards for

/ each activation pattern

Caterina Urban
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Forward and Backward Analysis

(D partition the space of values of the non-sensitive input nodes

® proceed forwards from all
partitions to find:
e already /fair partitions
* activation patterns

@ proceed backwards for

/ each activation pattern

Caterina Urban
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=0.25
=2

x01

x00 = input()
x00 x01 = input()

x10 =-0.31 * x00 + 0.99 * xO1 + (-0.63)
x11 = -1.25 * x00 + (-0.64) * xO1 + 1.88

x10=01if x10 < O else x10
0.00 x11=0ifx11 <0 else x11

x20 =0.40 * x10 + 1.21 * x11 + 0.00
x21 =0.64 * x10 + 0.69 * x11 + (-0.39)

x20 = 0 if x20 < 0 else x20
x21 =0 if x21 < 0 else x21

x30 = 0.26 * x20 + 0.33 " x21 + 0.45
X31=1.42 " x20 + 0.40 * x21 + (-0.45)

return ‘ if x31 < 30 else ,

Caterina Urban
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= 0.25
=2
x00 = input()
x01 = input()

x10 = -0.31 * x00 + 0.99 * x01 + (-0.63)
x11 = -1.25 * x00 + (-0.64) * x01 + 1.88

x10=01if x10 < O else x10
x11=0ifx11 <0 else x11

x20 =0.40 * x10 + 1.21 * x11 + 0.00
x21 =0.64 * x10 + 0.69 * x11 + (-0.39)

x20 = 0 if x20 < 0 else x20
x21 =0 if x21 < 0 else x21

x30 = 0.26 * x20 + 0.33 " x21 + 0.45
X31=1.42 " x20 + 0.40 * x21 + (-0.45)

return ‘ if x31 < 30 else ,

Caterina Urban
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=0.25
=2

x00 = input()

x00 x01 = input()

x10 = -0.31 * x00 + 0.99 * x01 + (-0.63)
x11 = -1.25 * x00 + (-0.64) * x01 + 1.88

x10=01if x10 < O else x10
x11=0ifx11 <0 else x11

x20 =0.40 * x10 + 1.21 * x11 + 0.00
x21 =0.64 * x10 + 0.69 * x11 + (-0.39)

x20 = 0 if x20 < 0 else x20
x21 =0 if x21 < 0 else x21
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