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Overview of the lecture

@ Choosing the right semantics is the first step in the design of a
static analysis

» it should capture the relevant properties
» non relevant properties may be abstracted
typically, one by one, by composing several abstractions
@ Abstract interpretation is a good framework to compare various
semantics (independently from the application)
Application: designing lattices of semantics

@ Semantic properties should also be classified, to better guide the
choice of a base semantics to reason about them
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ﬂ Transition systems
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© Concluding remarks



Transition systems
Definition

Programs/systems and their executions need be formalized:
@ state: status of the machine at a given time
@ execution: defined by transitions from a state to the next one

Transition system (TS)

A transition system is a tuple (S, —) where:
@ S is the set of states of the system

@ —C P(S x 8) is the transition relation of the system

Furthermore, transition systems may be enriched with
@ a set of initial states S C S
@ a set of final statess S C S
Notes:
@ the set of states may be infinite
@ steps are discrete (not continuous)
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Transition systems

Transition systems: example

o S={a,b,c,d} . )
@ — defined by:
a — b
b — a .
b — ¢ ¢ d

@ d is unreachable from the other states
@ cis blocking: no transition from ¢

@ the system is non-deterministic: b — a, b — ¢
a system is deterministic if and only if
VX, V,ZES, X 2 yYAXxX > z=—=y=2Z
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Transition systems

Example TS: functional language

A-terms
The set of A\-terms is defined by:

t,u,... == Xx variable
|  Ax-t abstraction
| tu application

v

B reduction
o (Ax-t)u—p t[x + u]

o if u—=gvthen Ax-u—=gAx-v

o ifu—gvthenut —=gvt
o if u—gvthentu—gtv

The A-calculus defines a transition system:

@ S is the set of \-terms

o for A-calculs (=) is (—3)

in ML, execution order specified: (=) C (—3) (no equality)
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Transition systems

Example TS: stack machine

The Krivine machine, used to compile functional languages:
@ Programs: sequences of instructions

c = i-cle
= Access(n) | Push(c) | Grab;n e N

@ States are of the form (c, e, s), where
> C is a program
» e is the environment and s is the stack:
lists of pairs (c, €) (denoting sub-expressions and the environment they
should be evaluated in)

@ Transitions:
(ACCESS(O) -G, (C07 eO) -6 S) — (C07 €0, S )
(Access(n+1) - c,(co, ) - €,5) — (Access(n) e,s)
(Push(c’) - c,e,s) — (c,e,(c,e)-s)
(Grab-c,e,(cp,e)-s) — (c,(co,e0)-e,s)

Xavier Rival (INRIA, ENS, CNRS) Semantics and properties Dec, 13th. 2013 7 /81



Transition systems

Imperative program as a transition system

Definition of states:
@ depends on the kinds of programs to abstract
@ typically, we can separate control and memory

Imperative program

An imperative program is a transition system (S, —) the states of which
can be described as pairs of a control state and a memory state, i.e.,
where:

e S=LxM
o L is the set of control states

@ M is the set of memory states

(]

labels may denote a point in the code and may include a call stack
(languages with procedures)
@ error state: a distinct Q state, so that S =1L x M {Q}
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Transition systems

Example: imperative language, syntax

Syntactic objects:
@ Variables X: finite, predefined set of variables
@ Labels IL: before and after each statement
@ Values V: Vit UVgeat U ..

@ e ranges over arithmetic expressions
er=cE€ViyUVgoatU... |et+e|exe]...

Syntax
i = X:=e; assignment
| if(c)belsed condition
|  while(c) b loop
b == {i;...;i;} block
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Transition systems

States

At one point in the execution, we can observe:
@ a control state [ € L_;

@ a memory state m, mapping each variable into a value

m € M, where M=X >V

A program can also crash: we add error state Q
Definition: states

S = (LxM)w{Q)
M = XV

Initial states S7: each variable may take any value
@ [fypit: entry point
o SI:{(IIllt7 ) |mEM}
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Transition systems

Transition relation (1/2)

Semantics of expressions:
o [e] : M —VuWQ (or P(VW{Q}) if non determinism)

@ it should be defined by induction over the syntax of expressions...

A program execution step is a transition sy — s;

Definition of —

@caseof h: x=e: f

if [e](m) # Q, then (o, m) — (&, m[x < [e](m)])
if [e](m) = Q, then (&, m) — Q

@ case of o :if(c){f : b L} else{ :bf 1} 5

if [e](m) = true, then (l,m) — (4, m)
if [e](m) = false, then (f,m) — (5, m)
if [e](m) = Q, then (f, m) — Q
(&,m) = (&, m)

(la,m) = (5, m)
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Transition systems

Transition relation (2/2)

Definition of — (continued)
@ case of [ : while(c){4 : b b} 4

. [07m [17m
if [e](m) = true, then 5[27 m; : Efl, m;

| ) (lo,m) = (f5, m)
if [e](m) = false, then (6, m) : (3, m)

. _ (o, m) = Q
if [e](m) = Q, then (b.m) — Q
@ caseof {lo:ig;f:...;lh—1in-1;l}
trivial...
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Trace semantics

QOutline

e Trace semantics
@ Finite traces
@ Infinite traces
@ Finite and infinite traces
@ Abstraction relations
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Trace semantics

Traces: definitions

@ a trace is a finite or infinite sequence of states

Notations
@ we write (sp,...,Ssy) for a finite trace
and (sp, ...) for an infinite trace

@ S* is the set of finite traces

o S¥ is the set of infinite traces

o S* = S*USY is the set of finite or infinite traces
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Trace semantics

Operations on traces

@ length | o |:
(soy.-.ySn) = n+1

o prefix order relation:
, , n<n
(S0, -y Sn) =< (Spy---s5y) = { vie[o,n], s = s

(also defined for infinite traces)

@ concatenation operator

(S0s---35n) (Ss-->Sh) = (S0y---,5nsShs---sSn)
(S0y---sSn) = (Shs--) = (S0y---sSn,Shs---)
(S0y.+sSny-ee) 0" = (Spy.evySpye..)

@ empty trace ¢, neutral element for -
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Trace semantics Finite traces

Semantics of finite traces

Goal: capture all finite executions of the program )

We consider a transition system S = (S, —)
Definition

The finite traces semantics [S]* is defined by:

[[S]]* = {(So, e ,S,,> eS* | Vi, Si — S,'_|_1}
Example:

@ contrived transition system S = ({a, b, ¢, d},{(a, b), (b, a), (b, c)})
o finite traces semantics:

[S]* = { (ab,...,a,b,a), b,a,...,a,b,a),
b,a,...,a,b,a,b),
b,a,...,a,b,a,b,c)
d) }

Semantics and properties Dec, 13th. 2013 16 / 81
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Trace semantics Finite traces

Interesting subsets of the finite trace semantics

We consider a transition system S = (S, —,Sz,Sx)

@ the traces from an initial state:
{(s0y---,sn) € [S]" | s0 € Sz}
@ the traces reaching a blocking state:
{c €[S]*|Vo' € [S]",0 <0 = o =0"}
@ the traces ending in a final state:
{(s0,---,5n) € [S]* | sn € Sr}

Example (same transition system, with Sz = {a} and Sr = {c}):

@ traces from an initial state ending in a final state:
{{(a,b,...,a,b,a,b,c)}
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Trace semantics Finite traces

Fixpoint definition for of the semantics of finite traces

We consider a transition system & = (S, —).

The semantics of finite traces can be defined as a least-fixpoint:
Finite traces semantics as a fixpoint

Let Z = {(s) | s € S}. Let F, be the function defined by:

F.: P(S*) — P(S¥)
X — X U{(s0,--,Sn,Snt+1) | (Soy---s5n) € X ASp —> Spt1}

Then, F, is continuous and thus has a least-fixpoint greater than Z;
moreover:

ifpzF. = [S]* = | F1(2)

neN
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Trace semantics Finite traces
Fixpoint definition: proof (1), fixpoint existence

First, we prove that F, is continuous. Let X C P(S*) and A = [Uycr X.
Then:

FuUxex X)
= AU{(s0,---,5n Sns1) | ({S0,---,5n) € Uxex X) ASn — snt1}

= AU{(so,..-,Sn,Sn+1) | (3X € X, (S0,...,5n) € X) ASp = Spt+1}

= AU{(so,..-ySnmSnt+1) | IX € X, (s0,...,5n) € X NSy —> Spy1}
(Uxex X) U (Uxex{(s0:--5n 5nt1) | (S0,---s5n) € X Asp — Spi1}
Uxex (XU {(s0,--.,5n,5n+1) | (S0,---,5n) € X NSy = Spt1})

= Uxex A(X)

Function F, is U-complete, hence continuous.
As (P(S*),C) is a CPO, the continuity of F, entails the existence of a
least-fixpoint (Kleene theorem); moreover, it implies that:

IfpF = U FX(T)

neN
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Trace semantics Finite traces
Fixpoint definition: proof (2), fixpoint equality
We now show that [S]* is equal to IfpzF,, by showing the property below,
by induction over n:

Vk <n, (so,...,sn) € F(Z) < (s0,..-,5n) € [S]*

@ at rank 0, only traces of length 1 need be considered:

(s) e[S <= seS
= (s) € F)(I)

@ at rank n+ 1, and assuming the property holds at rank n
(the equivalence is obvious for traces of length 1):

<SO7 <oy Sk Sk+1> € [[Sﬂ*

< <So, ... 7Sk> € [[S]]* N Sk — Sk+1
< (s0,...,5k) € FM(Z)ANsk — sks1 (k<nsincek+1<n+1
<~ <507 L 7Sk7sk+1> € Ff+1(I)

Xavier Rival (INRIA, ENS, CNRS) Semantics and properties Dec, 13th. 2013 20 / 81



Trace semantics Finite traces

Example

Example, with the same simple transition system S = (S, —):
o S={a,b,c,d}
@ — isdefined by a— b, b—aand b— ¢

Then, the first iterates are:

F)(Z) {(a), (b), (c), (d)}

F*l(I) = FO( )U{(b,a>,<, >< >}

FE(I) = (I)U{<a7b7a>7< )9, > <a b, C>}

FA(I) = FE(I)U{(bJ, ;a),(a,b,a,b),(b,a,b,c)}
FXT) = Ff(I)U{(a, b,a, b,a),(b,a,b,a,b),(ab,ab,c)}
F() =

@ the traces of [S]* of length n+ 1 appear in F(Z)
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Trace semantics  Infinite traces

Semantics of infinite traces

So far, we do not really isolate non-terminating behaviors

We consider a transition system S = (S, —)
Definition

The infinite traces semantics [S]“ is defined by:

[S1® = {(s0,...) € S | Vi, s; = si41}

Example:

@ contrived transition system defined by
S={a, b,c,d} (=) =1{(a,b),(b,a),(b,c)}
@ the infinite traces semantics contains only two traces

[S]® ={(a,b,...,a,b,a,b,...),(b,a,...,b,a,ba,...)}
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Trace semantics  Infinite traces

Semantics of infinite traces: towards a fixpoint form

Can we also provide a fixpoint form for [S]* ? |
Intuitively, (sp,s1,...) € [S]¥ if and only if Vn, s, — spi1, i.e.,

VneN, Vk < n, sy — Skt1
Let F,, be defined by:

F,: P(S¥) — P(SV)
X — {(s0,S1,---sSny--) | (S1,-..ySny.. ) EXAsH— s1}

Then, we can show by induction that:

oe[S]Y < VneN, oe FI(SV)
< pen FI(S¥)
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Duality principle

o if C is an order relation, so is D

Trace semantics

Infinite traces

basic order dual order
- 2
U N
N U
1L T

U-continuous function
MN-continuous function
least-fixpoint (Ifp)
greatest-fixpoint (gfp)

N-continuous function

U-continuous function

greatest-fixpoint (gfp)
least-fixpoint (Ifp)
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@ all properties of C are inherited by O, modulo some correspondance J

Thus, we can derive dual versions of Tarski's theorem and Kleene's theorem
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Trace semantics  Infinite traces

Fixpoint form of the semantics of infinite traces

Infinite traces semantics as a fixpoint
Let F, by the function defined by:

Fo: P(S¥) — P(S¥)
X — {(s0,S1,---sSny.-) | (1,0, Sny...) EX Ay — s1}

Then, F, is N-continuous and thus has a greatest-fixpoint; moreover:

gfps. Fo = [S]° = () F2(S¥)

neN

Proof sketch:

@ the N-contiunity proof is similar as for the U-continuity of F,
@ by the dual version of Kleene's theorem, gfps. F., exists and is equal
to (N,en FA(SY), i.e. to [S]* (induction proof)

Xavier Rival (INRIA, ENS, CNRS) Semantics and properties Dec, 13th. 2013 25 /81



Trace semantics  Infinite traces

Example

Example, with the same simple transition system:
o S=1{a,b,c,d}
@ — isdefined by a— b, b—aand b— ¢
Then, the first iterates are:

FO(S*) = sv

F5(8*) = (ab):S (b a)-S“U(b,c) -5

F2(S¥) = (b,a, b> U(a, b,a)-S* U (a,b,c)-S¥
F3(S¥) = (a b,a,b)-S¥ U (b,a, b,a)-S“ U (b,a,b,c) S
Fi(s2) =

[ntuition

@ at iterate n, prefixes of length n + 1 match the traces in the infinite
semantics

@ only (a,b,...,a,b,a,b,...) and (b,a,...,b,a,b,a,...) belong to all
iterates
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Trace semantics  Finite and infinite traces

Maximal traces semantics

The maximal traces semantics simply puts together the finite traces
semantics and the infinite traces semantics:

We consider a transition system S = (S, —)
Definition

The maximal traces semantics [S]* is the element of S* defined by:

[S]% = [ST" v [S]”

Xavier Rival (INRIA, ENS, CNRS) Semantics and properties Dec, 13th. 2013 27 / 81



Trace semantics  Finite and infinite traces

Example

Still same simple transition system:

e S={a,b,c,d}

@ — isdefined by a— b, b—aand b— ¢
Then:

[s1* = {

\.QJ
o
O
~

b,a,...,a,b,a),
b,a,...,a,b,a,b),
b,a,...,a,b,a,b,c),

a,

L
o o o
o
o
L
=

9]
~

P e e e
8}

(
..,a,b,a,b,c), (
(
(

\'QJ
\.@ v
\.QJ
o
\'QJ
o
~

b,a,...,b,a,b,a,...) }
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Trace semantics  Finite and infinite traces

Co-induction technique

Goal of the co-induction technique
@ how to set up a new fixpoint definition ?

@ we need to combine a least-fixpoint and a greatest-fixpoint

o lattice: S, with the order relation C* defined by

™ XNS*Cyns
XE™Y <= { A XNS®DYNs
@ join: XUY =((XNSHU(YNS))U((XNS)N(Y NS¥))
@ assumptions: we assume F, and F,, defined as before
@ semantic function F. defined by:

Fo: P(S¥) — P(5%)
X —  F(XNS*)UF,(X NS¥)
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Trace semantics  Finite and infinite traces

Fixpoint form of the maximal trace semantics

We have the following properties:
o (S, %, ™) is a complete lattice
o F, is L/*-continuous

@ thus, it has a least-fixpoint greater than Z = {(s) | s € S};

furthermore:
Ifp;Fc NS* = IfpsF,
IfprFc NSY = gfpsuFu
prZFC( = prIF* U gfpS“" FUJ
Therefore:

Fixpoint definition of [S]*
[ST™ = lpzF
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Trace semantics  Abstraction relations

Finite traces as an abstraction

@ we have defined three semantics; how to relate them ? can this be
done in a constructive manner 7

@ abstract interpretation allows to define relation between semantics !

~

The finite semantics discards the infinite executions

Finite traces abstraction

We define ay, . by:
a,: P(S*) — P(SY) Y P(S*) — P(S¥)
X — XNS* Y — YUSY¥
Then:
Yx

@ these define a Galois connection (P(S*), C) &—= (P(S*), Q)

@ moreover, ax([S]*) = [S]* *

Proof: ¥X € P(SX),Y € P(S*), au(X) C Y = X Cv(Y)
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Trace semantics  Abstraction relations

Fixpoint transfer

We can actually make this statement more constructive

Exact fixpoint transfer

Let (Do, Cp) and (D1,C;) be two domains, let a,y be a pair of adjoint
functions defining a Galois connection (IDg, Co) % (D1, C9).
Let Fo : Dg — Dy, F1 : D7 — D7 and xp € Dg, x; € Dy, such that:
@ fq is continuous
@ f; is monotone
@ aoFp=Foa
° a(xp) =x1
Then:
@ both Fy and F; have a least-fixpoint (Tarski's fixpoint theorem)
o aflfp,, Fo) = Ifp, F1

~
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Trace semantics  Abstraction relations

Fixpoint transfer: proof

e a(lfpFy) is a fixpoint of Fy since:

F1(Oz(|pr0F0)) = a(FO(prXOFO)) since o o FO = F]. o«
= o(lfp,,Fo) by definition of the fixpoints

@ to show that a(lfp,, Fo) is the least-fixpoint of F1, we assume that X
is another fixpoint of F; and we show that a(lfp, Fo) C1 X, i.e., that
Ifp,, Fo Co v(X);
as Ifp,, Fo = U,en Fg(X0), it amounts to proving that
Vne N, Fj(xo) Co v(X);
by induction over n:

» FJ(x0) = xo, thus a(F¥(x0)) = x1 Co ¥(X);
> let us assume that F{'(x0) Co v(X), and let us show that
F6’+1(x0) Co v(X), i.e. that a(Fé’H(xo)) C1 X:

a(Fg*(x0)) = a o Fo(Fg(x0)) = F1 0 a(Fg(x0)) E1 Fi(X) = X
as a(Fi(x0)) C1 X
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Trace semantics  Abstraction relations

Application of the fixpoint transfer

All assumptions are satisfied:
® 7, define a Galois connection between (P(S*),C) and (P(S*), Q)
o u(2)=17
@ F. is continuous
@ F, is continuous, hence montone

@ FLoay =a,0 Fyx

This gives another proof of the abstraction relation:
Abstraction relation
o ([S]™) = au(ifprFx) = fpzF = [S]”

The constructive proof ties very closely the iterates
i.e., the way the semantics are computed

~
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Trace semantics  Abstraction relations

Infinite traces as an abstraction

The same reasoning can be applied to the infinite traces semantics:

Infinite traces abstraction
We define ay,, ., by:
ay: P(S*) — P(S¥) Y : P(S¥) — P(S%)
X — X NS¥ Y — YUS*
Then:
Yw

o these define a Galois connection (P(5%), ) &— (P(5¥), S)
@ moreover, oy, ([S]*) = [S]¥

@ the fixpoint transfer also holds: o, o Fy = F,, 0 ay,, F is continuous
and F,, is continuous, hence monotone
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Trace semantics  Abstraction relations

Towards a hierarchy of semantics

So far, we have:
@ three forms of operational semantics

@ two abstraction relations

[ST [ST*

A _—a,
Sl

We can actually build lattices of semantics:
“greater’ means “more abstract than”
See [C'97]
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Denotational semantics

QOutline

e Denotational semantics
@ Denotational semantics and finite behaviors

@ Reachable states
@ Denotational semantics and infinite behaviors
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Denotational semantics Denotational semantics and finite behaviors

Denotational semantics: definition

@ the operational (trace) semantics is very precise:
it records all the history of all executions of the system

@ this may be too precise in many cases, e.g., when the history is not
relevant

o we first focus on the finite behaviors
@ we consider transition system S = (S, —)

Finite denotational semantics [ST'71]

The denotational semantics [S]s is the function

[Slo: S — P(S)
s — {feS|s—>*s}

Semantic domain: Dy =S — P(S), with the pointwise extension of C

~
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Denotational semantics  Denotational semantics and finite behaviors

Example 1

Our contrived transition system S = (S, —) defined by:
o S={a,b,c,d}
@a—+b b—ab—c

Then:
[Sle: a +—— {a,b,c}
b +~—— {a,b,c}
c — {c}
d — {d}
Xavier Rival (INRIA, ENS, CNRS) Semantics and properties Dec, 13th. 2013
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Denotational semantics Denotational semantics and finite behaviors

Example 2

Another contrived transition system S = (S, —) defined by:
o S=1{a,b,c,d}
@a—bc—cc—d

Then:

[S]a : {a, b}

{b}

{c,d}

{d}

[

Observations
@ much more compact than the operational semantics
@ the execution history is effectively left behind
@ the semantics makes no difference between one step and a sequence of

any number of steps (as observed from state c)

Xavier Rival (INRIA, ENS, CNRS) Semantics and properties Dec, 13th. 2013 40 / 81



Denotational semantics Denotational semantics and finite behaviors

Denotational abstraction

We can obviously derive [S]s from [S]*

Definition of the denotational abstraction
Let ag,vs be the functions defined by

Qay . P(S*) — Dy

X — Aso-{sp €S| 3Jo = (sp,...,5n) € X}
Y9: Dg  — P(SY)

1\ — {(s0,...,5n) €S* | s, € V(s0)}

These functions form a Galois connection
Yo :
(P(8"),C) &= (Do, ©)

Proof: straightforward computation
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Denotational semantics  Denotational semantics and finite behaviors

Denotational semantics as an abstraction

Abstraction relation
Following the definitions of [.]s, [.]* and «s:

[STo = aa([ST")

Other similar kinds of abstractions:
@ Relational semantics

@ Pre-conditions (e.g., weakest pre-conditions semantics)
See [C'97]
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Denotational semantics  Denotational semantics and finite behaviors

Fixpoint definition

Can [S]o be constructively defined 7 Yes, fixpoint transfer! |

With the notations used so far for S, its semantics and semantic functions,
and with X € P(S*),

ago Fu(X) = MNseS)-{s'eS|3(s,...,s") € Fu(X)}

AMso €S) {sn+1 €S| IHsp,...,5n) € X Asp— Spy1}
= Mso€S):{snt1 €S| 3sp € ap(X), sn — spy1}

= Fyoay(X)

where:
Fa . Da — ]D)a
UV +— ANseS)-{seS|s—5}
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Denotational semantics  Denotational semantics and finite behaviors

Fixpoint form of the denotational semantics

We remark that:
o (P(S*),C) and (Dy, C) are complete lattices
® ay,y define a Galois connection between these lattices
@ F, is continuous
@ Fy is continuous, hence monotone
@ agoF,=Fyo0ay

o ao(T) = ag({(s) | s € S}) = A(s € 5) - {s}
(we write I for the identity function)

Therefore, by fixpoint transfer:

Denotational semantics as a fixpoint

[Slo = aa([S]") = aa(fpzFi) = lfprFy
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Denotational semantics Denotational semantics and finite behaviors

Applications

The choice of the concrete semantics is tied to the properties to analyze )

Denotational semantics is a good basis for:
@ modular analyses, based on the abstraction of input-output relations
@ typing analyses: types are an abstraction of the denotational semantics

@ whenever intermediate states are not relevant, it is helpful to abstract
them

Xavier Rival (INRIA, ENS, CNRS) Semantics and properties Dec, 13th. 2013 45 / 81



Denotational semantics Reachable states

Reachable states abstraction

We consider a transition system S = (S, —,Sz)
Definition
We let ar be defined by:

ar: Dy — P(S)
0] — (D(Sz)
YR - P(S) — ]Da
X ifseSt
X v Mees) { S  otherwise

Then, we have a Galois connection (Dg, C) % (P(S), Q).

aR
We let:

[SIr = ar([S]s) = {sn €S | I(s0,-..,5n) € [S]r, s € Sz}
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Denotational semantics  Reachable states

Example

Example, with the simple transition system S defined by:
o S={a,b,c,d}
@ — isdefined by a— b, b—aand b— ¢
e Sz ={a}

Then, the reachable states are:

[S]r ={a,b,c}

Xavier Rival (INRIA, ENS, CNRS) Semantics and properties Dec, 13th. 2013

47 / 81



Denotational semantics Reachable states

Composition of Galois connections

Composition property

Let (Do, 5p), (D1,Z1) and (D2, C3) be three abstract domains, and let us
assume the Galois connections below are defined:

Y10 Y2
(Do, Eo) *a—;> (D1,E1)  (D1,Ey) <—a—;> (Do, C2)

Then, we have a third Galois connection

7100721

Co) &—/— C
(Do, So) e (D2, E2)

Proof: if xg € Dg, xo € D>, then
a12 0 ap1(x0) C2 x2 <= ap1(X0) C1 121(x2) <= X0 To 710 © Y21(*2)

Application
[Sr is also an abstraction of [S]* J
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Denotational semantics Reachable states

Fixpoint form of the reachable states abstraction

Fixpoint definition
We let Fr be defined by:

Fr: P(S) — P(S)
X — {seS|3IseX, s —s}

Then, Fr is continuous, has a least fixpoint and

Proof: exercise

Xavier Rival (INRIA, ENS, CNRS) Semantics and properties Dec, 13th. 2013

49 / 81



Denotational semantics Denotational semantics and infinite behaviors

Infinite denotational semantics

o (finite) denotational semantics maps inputs to outputs

@ infinite operational semantics collects infinite executions
» infinite traces have no output state...
» ... so, at the “denotational level”: begins of infinite traces

Can we propose an infinite counterpart to the denotational semantics 7

Definition
We define ag,,, v, by:
agw 1 P(S¥Y) — P(S)
X — {se€S|3s,s,5,...)€ X}
Yow: P(S) — P(S¥)
X — XY

These form a Galois connection (P(S“), Q) <L—w> (P(S), Q)

Then [S]ow, = oo ([ST*) o

.
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Denotational semantics Denotational semantics and infinite behaviors

Denotational semantics for both finite and infinite behaviors

Many other kinds of semantics can be defined:
@ denotational semantics for both finite and infinite behaviors

@ same for other forms of semantics

Lattice of abstractions
@ abstraction is a pre-order relation among semantics
@ these semantics can be compared by abstraction

@ they form a lattice of semantics [C'97]
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Semantic properties

QOutline

e Semantic properties
@ State properties
@ Safety properties
@ Liveness properties
@ Decomposition of properties
@ Beyond safety and liveness
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Semantic properties

Semantic properties of programs

Second part of the lecture:
@ how to formalize properties that we want to verify about programs ?

@ how does this choice impact the choice of a base semantics, of
abstractions, and of analysis 7

Examples of semantics properties

(]

is the program exempt of runtime errors ?
does the program compute the expected result ?
does the program terminate 7

does the program terminate in less than t seconds 7

do program execution leak any secrete information ?
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Semantic properties  State properties

State properties

As usual, we consider S = (S, —, S7)
First approach: properties as sets of states
@ a property P is a set of states P C S

@ P is satisfied if and only if all reachable states belong to P, i.e.,
[SIr € P

Examples:

@ absence of runtime errors:

P =S\ {Q} where Q is the error state

@ non termination (e.g., operating system):

P={seS|3’eS,s =5}
(set of non blocking states)

Xavier Rival (INRIA, ENS, CNRS) Semantics and properties Dec, 13th. 2013

54 / 81



Semantic properties  State properties

Verification of state properties

Invariance proof method, soundness and completeness
Considering state property P, S satisfies P if and only if there exists a set
of states I called invariant such that

@ Sz CI

oVsel, Vs'eS, (s—s)=5s¢€l

olICP J

Proof:
@ soundness: if there exists such a I, we can show by induction that
[S]r €1, hence [S]r C P
@ completness: if P holds, T=S\ P works
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Semantic properties  Safety properties

Trace properties

Second approach: properties as sets of traces
@ a property 7 is a set of traces: 7 C S™
@ 7T is satisfied if and only if all traces belong to T, i.e., [S][* C T

Examples:
@ obviously, state properties are trace properties

o functional properties
e.g., 'program P takes one integer input x and returns its absolute
value”

@ termination: 7 = S* (i.e., the system should have no infinite
execution)

There is a wide range of trace properties, how to classify them 7
= we are going to see two important families of properties
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Semantic properties  Safety properties

A monotony property

Remark
If:
@ T is a trace property
@ system Sy satisfies T
@ system S; has fewer behaviors than Sy
(i.e., [S1]™ € [So]>)
Then S; also satisfies T

Proof: trivial composition of inclusions
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Semantic properties  Safety properties

Safety properties

Intuition:

@ a safety property is a property which specifies that some (bad) thing
will never occur

@ it is possible to disprove a safety property with a single, finite trace

@ absence of runtime errors is a safety property (“bad thing": error)
@ state properties is a safety property (“bad thing": reaching S\ P)

@ non termination is a safety property (“bad thing": reaching a
blocking state)

@ “not reaching state b after visiting state a” is a safety property
(and not a trace property)

@ termination is not a safety property

We intend to provide a formal definition of safety
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Semantic properties  Safety properties

Some operators on sets of traces: prefix closure

Prefix closure

We write of; for the prefix of length i of trace o:

_ (sgy...,s;) ifi<n
(s0,--- ,Sn>(i+1 = { (sg,...,Sp) otherwise

The prefix closure operator is defined by:

PCl: P(S*) — P(S%)
X — {ofilo€X,ieN}

Properties:
o PCl is monotone

@ PCl is idempotent, i.e., PClo PCI(X) = PCI(X)
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Semantic properties  Safety properties

Some operators on sets of traces: limit

Limit
The limit operator is defined by:

Lim: P(S¥) — P(S%)
X — XU{oeS¥|VieN, o € X}

Properties:

o Lim is extensive, monotone and idempotent
(i.e., it defines an upper closure operator over P(S*))
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Semantic properties  Safety properties

Safety: formal definition

An upper closure operator

Operator Safe is defined by Safe = Lim o PCI.
It is an upper closure operator over P(S*)

Proof:

@ it is monotone and idempotent as Lim and PCl are

o it is extensive; indeed if X C S* and o € X, we can show that
o € Safe(X):

» if o is a finite trace, it is one of its prefixes, so
o € PCI(X) C Lim(PCI(X))
» if o is an infinite trace, all its prefixes belong to PCI(X), so
o € Lim(PCI(X))
Safety: definition [AS'87]

A trace property 7 is a safety property if and only if Safe(7) =T
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Semantic properties  Safety properties

Example

Let us consider state property P.
It is equivalent to trace property 7 = P>:

Safe(7) = Lim(PCI(P%))
Lim(P*)

P UP

’]DO(

= T

Therefore T is indeed a safety property
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Semantic properties  Safety properties

Example

We assume that:
o S={a, b}
@ 7T states that a should not be visited after state b is visited; elements
of T are of the general form

(a,a,a,...,a,b,b,b,b,...)or(aaa,...,aa,...)

Then:

@ PCI(T) elements are all finite traces which are of the above form (i.e.,
made of n occurrences of a followed by m occurrences of b, where
n, m are positive integers)

o Lim(PCI(7)) adds to this set the trace made made of infinitely many
occurrences of a and the infinite traces made of n occurrences of a
followed by infinitely many occurrneces of b

o thus, Safe(7) = Lim(PCI(T)) =T

Therefore T is a safety property
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Semantic properties  Safety properties

A characterization

Property

A safety properties T can be disproved by looking only at finite
behaviors:
Vo eS* (e g T)<= (3i, 01 ¢T)
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Semantic properties  Safety properties

Proof by invariance

We consider transition system S = (S, —, Sz, Sx), and safety property T

Principle of invariance proofs

Let T be a set of finite traces; it is said to be an invariant if and only if:
o VseSyz, (s)el
o F(I)CI

It is stronger than T if and only if I C T

Other lectures of this course:
how to calculate the invariant by abstract interpretation ?
Soundness and completeness

The invariance proof method is sound and complete for safety properties:
[S]* satisfies T if and only if we can find an invariant for S, which is
stronger than T
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Semantic properties  Safety properties

Proof

@ Soundness:
we assume that T is an invariant of S and that it is stronger than T,
and we show that S satisfies T;
» by induction over n, we can prove that F}(Z) C F/(I) C I
therefore [S]* C I
we remark that [S]> = Safe([S]*)
thus, [S]> = Safe(I) C Safe(T) since Safe is monotone
T is a safety property so Safe(7) =T
we conclude [S]* C T, i.e., S satisfies property T

vV vy VYT VYyy

@ Completeness: we assume that [S]™ satisfies T
then, I = [S]> is an invariant of S by definition of [.]*, and it is
stronger than T
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Semantic properties Liveness properties

Liveness properties

Intuition:
@ a liveness property is a property which specifies that some (good)
thing will eventually occur
@ it is not possible to disprove a liveness property by looking at finite

traces only
i.e., it requires reasoning about infinite behaviors

@ termination is a liveness property (“good thing": reaching a blocking
state)

@ “state a will eventually be reached by all execution” is a liveness
property

@ absence of runtime errors is not a liveness property
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Semantic properties Liveness properties

Liveness: formal definition

Formal definition [AS’87]

Operator Live is defined by Live(7) =7 U (S* \ Safe(7)). Given
property 7T, the following three statements are equivalent:

(i) Live(T)=T
(i) PC(T) =S*
(7if) Limo PCI(T) =S¥
When they are satisfied, 7 is said to be a liveness property

Example: termination
@ the property is 7 = S*
(i.e., there should be no infinite execution)
o clearly, it satisfies (if): PCI(T) = S*
thus termination indeed satisfies this definition
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Semantic properties Liveness properties

Formal definition

Proof of equivalence:

e (/) implies (ii):

we assume that Live(7) =7, i.e.,, T U(S¥\ Safe(7T)) =T
therefore, S \ Safe(7) C T;
let o € S*, and let us show that o € PCI(T):
let o’ € S¥; then o - 0’ € S¥, thus:
» either o - o’ € Safe(7) = Lim(PCI(T)), so all its prefixes are in
PCI(T) and o € PCI(T)
» or o -0’ € T, which means that o € PCI(T)
(ii) implies (iii):
if PCI(T) = S*, then Limo PCI(T) =S¥
(iif) implies (/):
if Lim o PCI(T) =S¥, then
Live(7T) =T U(SY\ (T ULimoPCI(T)) =T U(S¥\S¥) =T
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Semantic properties Liveness properties

Proof by variance

We consider transition system S = (S, —, Sz), and safety property T

Principle of variance proofs

Let (I,)nen, L, be elements of S*; these are said to form a variance proof

of T if and only if:
o S*CIy
o forall ke {1,2,...,w}, Vs €S, (s) € Ix
o forall k € {1,2,... ,w}, there exists | < k such that F,(I;) C I
oI, CT

Soundness and completeness

The variance proof method is sound and complete for liveness properties:
[S]* satisfies T if and only if we can find (I,)nen and I, satisfying the
above conditions

~
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Semantic properties Decomposition of properties

Decomposition theorem

Theorem
Let 7 C S™; it can be decomposed into the conjunction of safety
property Safe(7) and liveness property Live(T):
T = Safe(7) N Live(T)
Proof:

Safe(7) NLive(T) = (S*\ Safe(7T)uT)n Safe(T)

= (S*\ Safe(7) N Safe(7T)) U (T NSafe(T))
=T

@ Application: any trace property can be decomposed
@ Proofs can also be decomposed (Floyd)
prove Safe(7") by invariance and prove Live(7) by variance
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Semantic properties Beyond safety and liveness
Interference, non interference

Assumptions:
@ states are of the form (/,m) € L x M
@ memory states are of the form X — V
Let [,/ €L and x,x’ € X

Definition
We say x” at I’ depends on x at / if and only if observing the values of x" at

point /" allows to gain information about the value x took at point /, before
reaching point /’

Applications:
@ security: can sensitive information x be leaked to a non trusted agent
who gets to see x’
@ dependences: what part of the program should be considered to
understand the value of x” (this question arises in program
understanding techniques, slicing...)
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Semantic properties Beyond safety and liveness

Interference, non interference

We seek for a more rigorous definition of property “x’ at point I’ depends
on x at point /"
Formal definition: interference

We derive function ®; ; from the denotational semantics of the system:

Prp(y): M — PM)
m +— {meM|(lI',m)e(l,m)}

We write (', x") ~~ (I, x) if and only if there exist two memory states
mg, my such that:

o for all variable y # x, my(y) = mi(y)
(i.e., mg and my may differ only on x)

o &, ([8]a)(mo)(x") # 11 ([S]a)(m)(X)

(i.e., output values of x’ are different)
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Semantic properties Beyond safety and liveness

Interference, non interference

We seek for a more rigorous definition of property “x’ at point /I’ does not
depend on x at point /"

Formal definition: non interference

We derive function ®; ; from the denotational semantics of the system:

S p(): M — P(M)
m +— {meM|(lI',m)e(l,m)}

We write (I, x") + (I, x) if and only if, for all pair of memory states mg, m
such that for all variable y # x, my(y) = mi(y) (i.e., mp and my may differ

only on x), then ®; y([S]a)(mo)(x") = &1 ([S]5)(m )(x") (i.e., output
values observed for x’ are similar).
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Semantic properties  Beyond safety and liveness

Non interference is not a trace property

@ we assume V ={0,1} and X = {x, y}

@ we assume L = {/,/"} and consider systems such that all transitions
are of the form (/,m) — (', m’)
(i.e., the systems are isomorphic to ®; )

@ we write (vy, vy ) for the m € M such that m(x) = vy and m(y) = v,

®?,(So) = (0,0) — M ®?,(81): (0,0) — M
(0,1) — M (0,1) — M
(1,0) — M (1,0) — {(1,1)}
(1,1) — M (1,1) — {(1,1)}

@ Sp has the non-interference property, but S; does not
@ S; has fewer behavior than Sy

o thus, the non interference property is not a trace property
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Semantic properties  Beyond safety and liveness

Interference is not a trace property

®?,(S) = (0,0) — M
(0,1) — M
(1,0) — {(1,1)}
(L1 — {(1,1)}

®Py(S1): (0,0) — {(1,1)}
(0,1) — {(1,1)}
(1,0) — {(1,1)}
(L1 — {(1,1)}

@ Sp has the interference property, but S; does not
@ S; has fewer behavior than Sy

@ thus, the interference property is not a trace property
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Semantic properties  Beyond safety and liveness

Interference and non-interference not trace properties

@ interference and non interference cannot be observed on a single
trace

@ to exhibit interference or non-interference, we need to consider at least
two traces
it is not possible to say a trace satisfies the property independently
from the other executions of the program

o interference and non interference are not trace properties
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Semantic properties Beyond safety and liveness

Hyperproperties

Definition [CS’'08]
A hyperproperty is a set of sets traces, i.e. an element of
P(P(5™))
Transition system satisfies hyperproperty H if and only if [S]* € H
@ trace property T is a hyperproperty H = {T' € P(S*) | T C T’}
@ non interference is a hyperproperty:

H = {XeP(S™)|VmeM,v,v eV,
&, (aa([S]>))(mlx < v])(X)
= & (ap([S]%))(mlx < v)(x')}
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Concluding remarks

Main points of the lecture

@ Semantics can be compared by abstract interpretation

» precision: more abstract means less precise, less verbose
» computation: fixpoint transfers produce constructive definitions
» constructive definitions are a good basis for static analysis

@ Semantic properties can be classified in various groups
This classification can serve as a guidance:

» to discover what is hard to reason about
» to select the right concrete semantics
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Concluding remarks
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