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1. Context
Real-time systems are used in a wide range of applications, such as transport, telecommunications,
and industry. These systems must follow restrictive specifications, and formal verification that is as
exhaustive as possible is highly desired.

We are interested in the verification of security properties, demonstrating that the system will be
resistant to certain attacks. More precisely, we focus on timing leaks, which occur when an attacker
is able to infer private behavior based on timing information.

2. Subject
To detect such leaks, we focus on a specific security property, called opacity.

In previous works, we consider that the attacker has access (only) to the system execution time and
wonder if they can deduce some secret information from it. We therefore define execution-time opacity
(ET-opacity) in [1] and some extensions in [2] and [3] ([4] presents a more recent overview of these
works).

These properties are defined over parametric timed automata (PTAs) [5], which are an extension of
timed automata (TAs) [6] with parameters. Parameters are unknown constants that can be used in
guards and invariants of a TA. We can then synthesize the values of these parameters for which
the system verifies a certain property (e.g. the ET-opacity synthesis problem asks to synthesize the
parameters that ensure ET-opacity).

The goal of this internship is to study the synthesis of parameters for ET-opacity problems and their
extensions. Some decidability results are already known, but not for all variants of the problem, and
we do not yet have implemented algorithms for the synthesis of parameters.

Sorbonne Université 1 / 3
CNRS ∙ LIP6 4 place Jussieu ∙ 75005 Paris
✉ Dylan.Marinho@sorbonne-universite.fr 💻 perso.lip6.fr/Dylan-Marinho

http://orcid.org/0000-0002-2548-6196
http://orcid.org/0000-0002-2548-6196
mailto:Dylan.Marinho@sorbonne-universite.fr
https://perso.lip6.fr/Dylan-Marinho


The two main objectives of the internship are:
• Study the decidability of remaining open problems (e.g. the synthesis of expiration dates in the

setting of [3]);
• Implement algorithms for the synthesis of parameters ensuring (variants of) ET-opacity.

3. Skills
The following skills are not compulsory, but would be welcome:
• model checking
• temporal logics
• (parametric) timed automata
• programming (Java, for example; OCaml is welcome)

4. Conditions
The internship will take place at LIP6, within Sorbonne Université in Paris. The LIP6 is a joint research
unit (UMR 7606) of Sorbonne University (SU) and the National Centre for Scientific Research (CNRS).
It is a computer science research laboratory with approximately 450 members, including over 170
permanent researchers.

The internship can start at any time from now and includes the standard internship stipend. The
duration can be discussed.

Application: by email first.
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