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A simple example of timing attack

N o A W N e

# input pwd : Real password
# input attempt: Tentative password
for i = 0 to min(len(pwd), len(attempt)) — 1 do

if pwd[i] # attempt[i] then
return false

done

return true
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A simple example of timing attack

# input pwd : Real password
# input attempt: Tentative password
for i = 0 to min(len(pwd), len(attempt)) — 1 do

if pwd[i] # attempt[i] then
return false

done

return true

N o A W N e

pod NS c x o«

Execution time: e + €+ ¢

» Problem: The execution time is proportional to the number of
consecutive correct characters from the beginning of attempt
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Contribution: Execution-time opacity

» How to detect timing-leak vulnerabilities? )

» Propose a formalization of the private information and
attacker model

» Check whether a model is secure or not

Contributions

» ET-opacity definition, decidability results and experiments  [Tosem2z]
» Expiring ET-opacity definition and decidability results [ICECCS23]

» Untimed control [FTSCS22]
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Our attacker model

Attacker capabilities

» Has access to the model (white box)

» Can only observe the total execution time

Attacker goal

» Wants to deduce some private information based on these
observations
— visit of a private location
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Conclusion

Efficient verification

» A new benchmark library (119 models, 216 properties)  (rar2y
» Zone merging algorithm for PTA verification [FORMATS22]

Execution-time opacity

» Formalization and decidability results of ET-opacity = [rosemz
> Extension with secrets with expiration date [ICECCS23]

» Untimed control, implementation of strategF TO [FTSCS22]
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Source of the graphics used |

Author: Fidsor
Source: https://pixabay.com/fr/illustrations/fraude-pirate-hame’C3%A7onnage-escroquer-7065
License: Pixabay Content License

Title: Smiley green alien big eyes (aaah)

Author: LadyofHats

Source: https://commons.wikimedia.org/wiki/File:Smiley_green_alien_big_eyes.svg
License: public domain

R P Title: Smiley green alien big eyes (cry)
2 Q; Author: LadyofHats
‘ Source: https://commons.wikimedia.org/wiki/File:Smiley_green_alien_big_eyes.svg

License: public domain

Title: Smiley green alien exterminate

Author: LadyofHats

Source: https://commons.wikimedia.org/wiki/File:Smiley_green_alien_exterminate.svg
License: public domain

Title: Piratey, vector version
Author: Gustavb

Source: https://commons.wikimedia.org/wiki/File:Piratey,_vector_version.svg
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Source of the graphics used Il

License: CC by-sa

Title: Expired
Author: RRZEicons
Source: https://commons.wikimedia.org/wiki/File:Expired.svg

License: CC by-sa

18/18


https://commons.wikimedia.org/wiki/File:Expired.svg

	Introduction
	General context
	Timing attacks

	Contribution: Efficient verification in Parametric Timed Automata
	Introduction

	Contribution: Execution-time opacity
	Introduction

	Conclusion

