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Abstract—Modern large-scale computer networks generate
massive amounts of log data due to their increasing size, usage,
and complexity. At the same time, as cloud-based businesses
continue to grow, the need for services and software dedicated
to log analysis is more important than ever. Although very
useful, log messages often lack the necessary details for efficient
troubleshooting, requiring extensive human analysis of the source
code. In this paper, we present a new architecture designed
with performance in mind, capable of identifying links between
software-generated logs and their logging function calls in the
source code (referred to as ‘“origins” of the logs). The system
we propose uses static code analysis to generate exact log
templates, which are used to match log messages efficiently using
a combination of a prefix tree and regular expressions. Our
implementation SCOLM can pinpoint the origin of log messages
with excellent performance and success rate. SCOLM can parse
nearly 1 million log lines per minute on a single thread, with
a match rate of 90 to 100% on our datasets. It outperforms
the speed of traditional regex-based approaches, reducing the
speed by about 98.7% in our experiments. The applications of
this system are numerous, including live troubleshooting and
statistical event analysis.

Index Terms—Ilog analysis, regular expression, source code
analysis, parsing, static code analysis

I. INTRODUCTION

Log messages are ubiquitous in modern computing, filling
the gap between software developers and system operators.
They are crucial to diagnosing or identifying problems and are
often read along with the source code for debugging. In large-
scale networks, operators can expect very high throughput of
log messages, up to petabytes of logs daily [1]], [2]. This
volume is impossible for humans to analyze effectively. In
addition, although they are extremely useful for diagnosing
issues, logs can be vague and may not directly help address
or even identify the problem (as observed by Xu et al. [3]).
Problems can include configuration problems, software bugs,
or hardware failures, for example, each of which has radically
different causes and consequences.

To effectively troubleshoot a system, it is essential to
understand its behavior during failure. Reading log messages
is a useful approach; unfortunately, they often lack enough
detail to explain failures. Operators sometimes need to read
the source code to understand the reason behind a problem,
but it is a time-consuming and difficult task without a guide.
If additional information about the source code related to the
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Batch of logs Source code

Mon 12:00 XXX while (...) {
Mon 13:00 XXX if (. .t.)x{xx .
Mon 15:00 YYY print ( )i
} else {

Mon 15:15 YYY print (YYY);
Tue 07:30 XXX }

Tue 08:45 ZZ7Z }

Wed 23:30 YYY print ( 227 ) ;

Figure 1. Simplified diagram of the process of pinpointing batches of logs
to the source code. Understanding the execution flow of a program is crucial
for troubleshooting.

log can be obtained, the investigation can be greatly simplified,
saving time and effort for the operator by eliminating the need
for extensive code reading.

In this paper, we propose a new architecture designed for
speed, able to pinpoint the original logging calls from log
messages (as outlined with [Figure T). To that end, we extract
regular expressions from the source code and use them as
templates for matching log messages — examples of regular
expressions are shown later in [Figure 3| and [Figure 5|

However, exclusively relying on regular expressions causes
processing time to reach unacceptable durations on modern
amounts of data. The solution we propose is to accelerate log
matching, by narrowing the search space: we combine the use
of regular expressions with a tree-like structure (similar to
Kobayashi et al.” word-segmented prefix tree (WSPT) [4]),
allowing us to get the best out of both.

We evaluate the performance of this system using our
implementation SCOLM!, measuring both the processing time
and conciseness of the outputs. The target software projects in
our evaluation are FRRouting (FRR) [5]], dhcpcd [6]], and Avahi
[7]], and we use dataset sizes ranging from 2,000 to 89,000 log
lines. We find that SCOLM achieves a 98.7% processing time
reduction compared to the regular expression-only method.

The contributions of this paper are as follows.

1) A novel architecture combining prefix trees for search-
space reduction, using regular expressions and which
does not compromise match rate.

'SCOLM stands for Source Code Origins of Log Messages.
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Figure 2. Simplified example of a fictional word-segmented prefix tree, with
some corresponding log messages.

2) The ability of the system to adapt in order to match its
data more closely, by learning new templates on the fly
and inserting them into its database.

3) Improving the processing time required to parse large
amounts of log messages, with a single-threaded speed
close to 1 million lines per minute on current hardware.

II. BACKGROUND
A. Log matching

Using print statements is a common and effective way to de-
bug and understand the execution of a software. It is often the
first choice for beginners because of its simplicity, providing
powerful insights into the execution flow, and making it easier
to identify issues. As projects grow in size and complexity,
actual logging systems become a necessity, but the underlying
point remains similar. For system operators, using templates
to identify log messages can be an easier and more efficient
solution to troubleshooting. The process of identifying a log
message by comparing it to a template is called log matching
in the following.

There are two main approaches to using templates for log
matching. The first one uses regular expressions, typically
where a template is generated from the source code in order to
match specific log messages (e.g. one regular expression per
logging function call). Another approach uses word-segmented
templates, which consist of lists of words and wildcards. These
wildcards act as placeholders for the parts that the operator
expects to be variables. We will briefly present each approach
and then the idea of our proposed method.

1) Regex templates: Generating regular expressions from
source code analysis was originally proposed by Xu et al.
[3l. The source code is scanned and used to automatically
generate regular expressions by detecting logging occurrences
(print statements, for example). These regular expressions are

meant to match the log messages that will be produced by
the software during runtime. All these regular expressions
(called regex templates) are stored in a list or a table, along
with contextual information associated with the log, including
the line number, source file, belonging function, etc. During
matching, every log message can be identified by testing
against the entire regex table that was built from the analysis.
For each log, all matching templates are collected and shown
as potential candidates. This method presents the benefit
of being exhaustive and accurate, provided that the regex
templates are carefully generated by inferring the types of the
arguments. It will be referred to as the regex table or regex
table-only approach.

However, the inherent exhaustiveness of the regex table
causes a performance issue. For a single log, the lookup time in
aregex table is linear with the number of templates. Therefore,
as more templates are extracted from the source code, each
query will take longer to be fulfilled. Although some projects
could be satisfied with the sole regex table solution, other
projects such as FRR (approximately 6,500 templates) are
too extensive for this method. We find experimentally that
the regex solution using precompiled expressions takes 401.30
seconds for 11.8 MB of log messages, with an average of 4.47
ms per log (close to Schipper et al.’s 4 ms [8]]). Although this
seems to be a good average-case speed, it is still not acceptable
for large batches of logs. In comparison, Rabkin and Katz [9]
considered back in 2010 that 1.8 GB/min (30 MB/s) is an
expected log message throughput for large industry servers
such as Yahoo!’s. With such high volumes of log messages,
we can linearly extrapolate that we will exceed one hour of
processing before even reaching 100 MB, and that 1.8 GB
would require over 17 hours to process. This shows that for
modern standards, we need algorithms capable of handling
much more data in shorter amounts of time.

2) WS-templates: Another approach is to use word-
segmented templates (WS-templates), which consist of se-
quences of words and wildcard symbols. Words are essentially
tokens, chains of characters that do not contain whitespace-like
characters (whitespaces, line returns, or tabulations). Wildcard
symbols, denoted *« in this paper, are used as placeholders
for variable parts when searching, and perform just the same
as words (one wildcard per word ; consequently, a wildcard
does not contain whitespace-like characters either). Past re-
search has shown good performance with prefix tree-based
approaches that use word-segmented prefix trees (WSPT)
[4]. A WSPT is a prefix tree that uses word nodes and
wildcard nodes. As such, we can use it to store sentences,
or conveniently, log templates (see [Figure 2).

The key difference between regex templates and WS-
templates is how they match text. Regular expressions use
finite automata to parse text, by applying rules defined by
patterns. These patterns can be designed in such a way that
they offer very little freedom to the text, to increase preci-
sion and reduce overmatching (additional false positives). On
the other hand, WS-templates traverse the WSPT, following
wildcard nodes when encountering expected variables in the



Regular expression: V ’ sshd: user "sat" 1ogin‘

/Asshd: user ".*" login$/ | &/ ’ sshd: user "oka taro" login ‘

Word-segmented template: | 4/ ’ sshd: user "sat" login‘

x ’ sshd: user "oka taro" login ‘

sshd: user ** login

Figure 3.
templates.

Difference between matching with regex templates v.s. WS-

string. Each wildcard corresponds to a single word, meaning
that two WS-templates with similar static parts but different
numbers of wildcards cannot match any common log message.
We illustrate the nuance in [Figure 3] showing how a difference
between the number of words and the number of wildcards will
cause a failed test.

A major benefit of using WS-templates and WSPT is speed.
The search process is fast, because it requires only a few
comparisons per word of the log message. For each word of
the input, the algorithm checks the current node’s children for
a match and moves downward in the tree. If no children match
the current word but a wildcard is present, it is used as the
matching node, and we move to the next word in the sequence.
Backtracking also exists in WSPT as it does in regex, but the
maximum number of paths on each node is two: a matching
static node and a possible wildcard, used if the static node’s
path turns out to fail.

Unfortunately, the reason why WSPT are fast is also a
weakness: the lack of restrictiveness in wildcards can make
a WSPT return false positives — a behavior called over-
matching, because invalid templates are marked as matches.
For a log message, overmatching occurs when more than one
template is returned. That can happen because WS-templates
do not allow for fine-grained matching, as any data type can
fit in a wildcard. In contrast, for example, a regex template
could only allow IP addresses in a specific variable part —
any string different from an IP address would be rejected. On
the contrary, wildcards do not offer the same restrictiveness:
all wildcards are equivalent, and any word can fit any wildcard,
as long as the non-variable words match.

A more fundamental flaw of WSPT is that they rely on
the assumption that all WS-templates can be determined in
advance from static analysis. This is not true because it is often
impossible to know the necessary number of wildcards for
any WS-template in advance. This implies that a WSPT may
not find a matching template for a log message, even though
the corresponding template exists in the tree. For example, if
a variable part in the source code includes unexpected white
spaces (e.g. a multiple-words username), then the WS-template
will reject the log message if the number of wildcards does
not match the number of words to be skipped. This causes a
lower match rate than the regular expression approach.

3) The idea of our approach: Our approach involves the
combination of both methods, to take advantage of the accu-
racy of regular expressions and of the speed of the WSPT.

Table 1
OVERVIEW OF THE CHARACTERISTICS OF EACH APPROACH: REGEX
TABLE, WSPT, AND OUR PROPOSED METHOD.

Processing External

Method time templates Overmatching
Regex table Large Available Small
WSPT Small Not available Medium
Proposed method Small Available Small

The key idea in our approach is to use the WSPT to return a
small subset of the regex table, which is then tested by regex
matching. This search space reduction is effective because
only a few regex templates convert to the same WS-template,
resulting in a small subset. If the WSPT rejects the log
message (no matching WS-template was found), we proceed
to search in the full regex table. Assuming that the regex
templates were correctly extracted, we should always find
at least one matching regular expression. We then use these
matching regex templates to build new WS-templates with the
appropriate number of wildcards and update the tree. This
ensures that future queries for similar log messages will not
require a full search through the regex table again. A visual
summary comparing the benefits of our approach with both
the regex table and the WSPT-only method is presented above
in

B. Existing work about log matching

Deducing regular expressions from source code to match log
messages has been done previously by [3[], [10]—[/12]]. Schipper
et al. [8]] also explored the process of using regular expressions
to associate log messages with their source. Most of the work
can be classified into two categories by purpose.

The first purpose is to generate log templates to classify logs
[4], [13]-[15]. The format of the log messages is included in
the source code, and used to generate templates. For classi-
fication, log templates are often created using clustering of
output logs. However, these techniques involve estimation and
can be prone to failure, in particular considering uncommon
log messages. In contrast, the advantage of using source
code to create log templates is that the log templates no
longer depend on estimations. This means that these templates
provide more reliable results for all logs, regardless of their
observed frequencies.

Another purpose is to map the execution flow to the source
code [8], [10]-[12]. It is generally nontrivial to figure out
which branching was taken and which process the system has
executed in the source code. If it were possible to map exactly
the output logs to their respective origins in the source code,
then it would provide partial information on the execution
flow of the program. This information would be useful for
understanding the behavior of the system.

These existing papers focus on the applications of template
generation and log matching, rather than on the process itself.
Our work aims to improve the efficiency and accelerate the
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current technologies based on log matching, by proposing a
new architecture adapted for speed.

III. PROPOSED DESIGN
A. Overview

The pipeline for pinpointing logging function from log

messages can be divided into two main steps:

(1) Templates generation: the source code of the target
software is parsed and we extract logging calls. Regex
templates are generated using the format strings from
logging calls. WS-templates are then created from these
regex templates. This is performed as a preprocessing
step.

(2) Log matching: during the matching step (online pro-
cessing), the system takes a log message as input and
returns its origin(s)? in the source code.

What sets our system apart is the fact that it uses a combina-
tion of two algorithms during online processing. We show the
overall process in In the diagram, the process is split
into two phases: the offline preprocessing step and the online
matching step. The preprocessing step is dedicated to parsing
the source code and generating templates, and is performed
once beforehand. The matching step is performed on every
query to the algorithm, ie. every time the operator wishes
to find the origin of a log message. The header part is first
stripped from the raw log message, and then the message part
is sent to the WSPT algorithm, which uses WS-templates to
return a subset of candidate regex that will need to be tested.
This first search in the tree saves a lot of computation: even
on large software like FRR, the average WS-template only has
one or two regex templates associated.

B. Template generation

The main purpose of the template generation step is to
prepare datasets for the matching algorithm. This process is

2In case of uncertainty, all matching origins are returned as candidates.

decomposed into three steps: code parsing, regex template
generation, and WS-template generation.

1) Code parsing: Code parsing relies on the assumption
that logging functions include a basic blueprint of the log
messages. SCOLM requires that the logging function argu-
ments include a format string similar to printf’s — after the
extraction, this format string is going to be the base material
for template generation.

We parse the source code by identifying files and lines that
contain calls to logging functions (a list is provided as user
input). The arguments of logging function calls are extracted,
the most important being the format string. Optionally, the
other arguments can be parsed in order to generate even more
precise templates, that depend on the actual values passed to
the function.

In the example of FRR, the list of logging functions that
we choose to provide to the parser is the following:

e flog_err_sys e zlog_err

e flog_ err e zlog_notice
e flog_warn e zlog_info

e zlog_debug e zlog_warn

Every line that invokes any of these functions will be
detected by the system and used accordingly.

2) Regular expression table: The regex table is created by
transforming all format strings into their regex equivalent,
such that any log generated from the format string must
match the regular expression. Placeholder parts in the regex
template should be accurate “translations” of their C-style
format specifiers in the string (%d, %s, %.2f, etc.). As pointed
out by Schipper et al. [§], it is important to construct the
most precise expression possible, to minimize the tolerance
of the expression. In addition, precise regex will decrease
lookup speed by avoiding costly backtracking. For example,
specifiers like %d will only produce (signed) integers matching
/—=2\d+/. In contrast, other specifiers like %s can hardly be
translated to anything more specific than /. » / without further
knowledge of the corresponding argument.

Returning to the FRRouting example, the EIGRP compo-
nent of FRR 8.5 includes the following line:

zlog_debug ("ip_sum 0x%x", iph->ip_sum); @))

It is extracted and divided into a list of arguments.
"iph->ip_sum’ ] 2)

[""ip_sum Ox%x"',

The format string is then converted to the following regex
template:

/~ip_sum 0x ([0-9a-f]+)S$/ 3)
If implemented correctly, regular expressions created by this

process necessarily match any log generated by its correspond-
ing format string.
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parse source code and generate templates. The second is the online process, dedicated to match log messages using the templates generated before.

3) WSPT: If we were to start matching logs with a WSPT
initialized empty, the system would have to go through the
regex table for every type of log message it has not seen
before. Of course, as the matching process goes on, the WSPT
would eventually fill with all appropriate WS-templates, but
at the cost of a high initial processing time.

By default, we assume that format specifiers in the format
string will require only one wildcard in the WS-template.
Although this is not true for all log messages, the assumption
should cover a majority of them.

This heuristic helps us to pre-fill the WSPT in advance
before starting the online process. The WSPT is filled by
generating basic WS-templates from the source code: in the
extracted format string, every word that contains a format
specifier would be replaced by a wildcard during template
generation (e.g. msg size=%zu becomes msg *x). When
multiple places in the source code create the same WS-
template, we store all possible origins, and regex matching will
later further reduce the number of origins. Afterwards, during
the online processing step, additional WS-templates may be
generated when needed, to better fit the dataset.

C. Log matching

During log matching, we will first look into the WSPT
matching algorithm for a matching WS-template. If found, we
look at the associated subset of regex templates and use the
second matching algorithm to keep only regex-matching ones.
This narrowing helps the system save a lot of unnecessary
computations. If no matching WS-template is found (for
example because our heuristic failed), the system uses the
second algorithm on all regex templates in the table, and
collects the matching ones. New matching WS-templates are
created from these results and saved to the WSPT for future
lookups. In other words, the WSPT “learns” the proper WS-
templates, so the expensive regex table search is not performed
more than once for each kind of log message.

The general matching algorithm illustrated in
works as follows: we first match with the WSPT, and then

match with the regex templates. If the WSPT finds a working
WS-template, we only use the regular expressions associated
with it. Otherwise, if no matching WS-template is found,
the second matching step is performed using all regular
expressions available. The output of the general algorithm
is the subset of matching templates after the regex matcher.
We need a second regex step, because the WSPT does not
consider the types of variables between words, meaning that
it is too “permissive”. Regular expressions are used to enforce
stricter rules to reduce the number of candidates returned. In
this way, the WSPT has the main function of narrowing down
the candidates that need to be tested with regex.

During matching, when the algorithm needs to convert
regular expressions to WS-templates on the fly, the process
for each of them is carried out in three steps: (1) the in-
put log is divided into words on whitespace-like characters
(as previously described), multiple contiguous whitespace-like
characters treated as one. (2) In the input log, the positions
corresponding to the variable parts in the regular expression
are extracted. (3) In the split log message, all words that
correspond to variable parts are replaced with wildcards (* ).
The list of words and wildcards is assembled back to form a
WS-template, which should now match the log messages. The
new WS-template is then added to the WSPT.

IV. EVALUATION SETUP

A. Implementation

We implemented the algorithms in Python 3.10 using the
built-in re library for regular expressions. Our implementation
also used the following frameworks:

o Amulog [4] is a tool to manage system logs that allows
for automatic classification of log messages using an
incremental learning approach, and it provides an API



Table 11
INITIAL NUMBER OF LOGS AND TEMPLATES FOR EACH SOFTWARE
DATASET USED IN THE EVALUATION PART.

Software # of regex tpl.  # of WS-tpl.  # of logs available
FRRouting 8.5 6,481 6,346 89,856
dheped 10.1.0 586 580 5,509

Avahi 0.8 367 363 1,971

for searching its database. We use it for all WSPT-
related operations, including search and add methods
(see LTSearchTreeNew). Amulog uses WSPT to store the
templates learned for its classification.

o Log2seq [[16] a rule-based header parser to extract infor-
mation and remove log headers, also used by Amulog. It
is useful for cleaning incoming log messages just before
matching, and keeping the message part that is going to
be used in the query.

o Ctags [17] used to parse and analyze source code (specif-
ically, u-ctags). In SCOLM, it is used to extract the line
spans of functions, which allows us to determine which
functions invoke specialized logging functions.

The source code is available online for reproducibility, along
with the necessary configuration for FRR [18].

B. Datasets

The target softwares for our evaluations were FRRouting,
Avahi and dhcpcd. FRRouting is an open-source routing soft-
ware suite for Unix-based platforms. It is widely used by
companies and data centers to handle dynamic routing and net-
working [19]. It is a very large software: version 8.5 exceeds a
million lines of code and over 3,000 files, mostly written in C
language. The scale of FRR is what makes it an interesting test
subject: the large number and wide variety of log templates
lets us effectively test the performance of our proposed system.
Avahi is a Zeroconf protocol and DNS service networking
software, and is used in major Linux distributions such as
GNOME and KDE. dhcpcd (Roy Marples’ dheped [6]) is a
software dedicated to automatic and zeroconf DHCP protocol
used in many client systems, including Android and Linux.

The log messages for FRR were generated by virtual
instances of FRRouting 8.5 running on Docker. Docker con-
tainers were managed by netroub [20] which relies on contain-
erlab [21]] for administering the containers, and Pumba [22] to
introduce hardware and software failures. Netroub was config-
ured on a wide variety of scenarios in order to have diversity in
log messages: high communication delays, duplication or loss
of devices, misconfigurations, etc. Many of these scenarios
can be found on netroub’s repository [23]]. The scenarios use
the network configuration based on bgp_features, one of the
test networks in FRR topotests [24]] (test configurations of
FRRouting). It consists of five routers controlled by BGP
and OSPF and ten L2 switches. Our data collection uses 25
example scenarios provided in the netroub repository, and each
scenario is reproduced from 15 times on average. The final

dataset is composed of log messages obtained from all trials
and all scenarios.

Log datasets for the Avahi and dhcped daemons were
collected from real-life operating under normal conditions,
from laboratory and private contexts respectively. The settings
for the collection of data were three months of operation
for the dhcped dataset using the default lease time of 43200
seconds (12 hours), and a little over 330 IP address attributions
for the Avahi dataset.

provides a summary of the statistics for our
datasets. It shows the number of logs available for each target
software, along with the initial number of regex templates and
WS-templates generated during preprocessing. The number
of regex templates represents the number of templates in
the regex table and potential candidates for log messages.
Similarly, the number of WS-templates corresponds to the
number of templates that exist in the WSPT in its initial state.

V. EVALUATION
A. Compared methods

The evaluation was performed comparing four approaches:

(a) The regex table-only approach (baseline for benchmark-
ing the other methods).

(b) SCOLM (proposed method), i.e. the combination of
WSPT and regex table. Comparing it with the regex
table-only approach will demonstrate its effectiveness.

(c) SCOLM with the WSPT initialized empty, that is,
without inserting WS-templates during preprocessing.
We still create and insert new WS-templates during the
matching step, in order to adapt to the data, but we start
“from scratch.” Comparing this approach with normal
SCOLM will show how useful inserting WS-templates
during preprocessing is, to the matching effectiveness.

(d) SCOLM with a pre-trained WSPT. This approach is the
opposite of the previous one. We do a first pass in the
test data in order to “warm up” the tree and make it
learn new templates. Then we do a second pass on the
data and measure the time taken. This approach is useful
because it shows how fast we can expect the system
to perform, once the WSPT has trained. In general,
training is performed early during the matching step
(see[Figure 6). As the WSPT is supplemented with new
templates built from the full regex table search, looking
into that table happens less frequently. Because it takes
a lot of time to perform a full search in regex templates,
once the system has warmed up, it almost never goes
through the regex table again.

B. Processing time

For simplicity, we will not proceed with a detailed perfor-
mance analysis of the preprocessing step. Briefly, processing
time for parsing the source code and generating templates for
FRR, dhcped, and Avahi are respectively 29.4 seconds, 3.0
seconds, and 2.4 seconds. In the following, we will admit that
the operator has performed preprocessing in advance.
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Figure 6. Cumulative sum of the processing time on the FRR dataset (89,856
log lines, 11.8 MB), comparing the regex table and variations of SCOLM.

The hardware dedicated to performance analysis uses a
commodity computer with an Intel Core i5-13600KF and 32
GB of memory. We evaluated SCOLM’s speed performance
by measuring the time taken on every single query.
presents an overview of the benchmarks, comparing the
regex table method with our approach SCOLM (with varying
settings) across three datasets. Our benchmarks consistently
show that SCOLM outperforms the regex table approach.
Notably, on our largest dataset, SCOLM has significantly faster
performance (reducing the processing time by about 98.7%),
with an average processing time of 0.06 ms per log compared
to 4.47 ms per log for the regex table method. Variations of
SCOLM show similar performance to the original, with the
pre-trained WSPT version (d) taking the least amount of time,
and the version (c) being the slowest as expected — although
the difference is small. This proves the effectiveness of our
heuristic, which is creating WS-templates during preprocess-
ing.

shows the evolution of processing time as a
function of the dataset size, by plotting the cumulative sums of
all measures for each method. We see that version (c) initially
performs similarly to the regex table but quickly outperforms
it, benefiting from the effectiveness of the WSPT. All SCOLM-
based versions converge towards the same processing time,
showing the learning capability of the system. Large variations
in the left-hand side of the figure are caused by the double
logarithmic scale of the figure.

Comparing the performance of SCOLM with the regex
table, we recall that the regex table method parses 11.8 MB
of log data in 401.30 seconds, and that we predict 17 hours
of CPU time to process 1.8 GB of log data. In contrast,
SCOLM can process 11.8 MB of log data in 5.44 seconds,
hence requiring just over 13 minutes single-threaded to parse
a 1.8 GB log dump.

C. Number of candidates

We measure the effectiveness of matching with the match
rate metric. The match rate is defined as the ratio of log
messages finding at least one match, out of the total number
of logs. Therefore, an example match rate of 90% would mean
that SCOLM found one or more matching templates for 90%

401.30 VZA Regex table
7 X3 SCOLM (proposed method)
10° [ SCOLM with WSPT initialized empty
54 SCOLM with pre-trained WSPT

10!
5.44 5.67 5.31

10°

Processing time (seconds)

10713 AN etd&8K VAN dX XN VS e

0.23
//0.10 0.11 0.10
NN\ w0l

dhcped 10.1.0 Avahi 0.8

Dataset used

Figure 7. Total processing time with each method on the three datasets.
Logarithmic scale for legibility.

of the log messages in the dataset. In addition to the match
rate, we also count the number of candidates returned on each
query, to estimate how prone our system is to overmatching
(returning multiple candidates).

Our hypothesis is that the match rate for all methods will
be strictly equal. When the system cannot find a match in the
WSPT, it looks into the regex table (hence the match rate of the
WSPT cannot be lower than the regex table-only approach).
On the contrary, if the system finds a matching WS-template,
it returns a subset of the regex table. No WS-template can
be returned without its associated regex templates, because all
WS-templates were created from at least one regex template.
For this reason, the match rate of the WSPT cannot be higher
than the regex table-only approach either.

However, we should see a difference in the overmatching
metric: because the WSPT returns a small subset of the regex
table for testing, the system skips many regex templates that
could technically match because they are too permissive. For
example, / (.*) from (.x) to (.x) /3 tends to cause
overmatching. We expect SCOLM and its variations to return
smaller sets of candidates than the regex table approach, and
overmatching should be minimal when the tree has fully
trained.

displays the number of candidate regex templates
returned for each dataset, comparing approaches (a) to (d).
All methods find at least one match for all log messages on
FRR and Avahi. Since SCOLM falls back to the full regex
table when no match is initially found, we indeed observe
the same total match rate. As expected, SCOLM shows less
overmatching than the regex table method, with 98.28% of its
queries finding a single result on the FRR dataset. In contrast,
the regex table finds a single candidate for 90.04% of its
queries, and even 2.20% of the queries returning 3 candidates.
This shows that the regex table is not selective enough and that
about 9.96% of the queries contain false positives (compared
to 1.72% for SCOLM).

For dhcped, the listed methods have a match rate of 90.96%

In actual implementations, /.*?/ is preferred over /.x/ when lazy
quantifiers are supported. This is an easy trick to reduce the number of steps
of the corresponding regular expressions, thereby improving processing time.



Table III
NUMBER OF CANDIDATES RETURNED BY THE REGEX TABLE METHOD (A), SCOLM (PROPOSED METHOD) (B), AND SCOLM VARIATIONS (C) AND (D),
ON EACH LOG DATASET.

# of candidates Regex table only SCOLM (proposed method)

SCOLM (WSPT initially empty) SCOLM (pre-trained WSPT)

FRR 8.5

0 candidates
1 candidate
2 candidates
3 candidates
Total match rate

0 (00.00%)
80904 (90.04%)
6972 (07.76%)
1980 (02.20%)
89856 (100.0%)

0 (00.00%)
88310 (98.28%)
1546 (01.72%)
0 (00.00%)
89856 (100.0%)

0 (00.00%)
88296 (98.26%)
1557 (01.73%)
3 (0.003%)
89856 (100.0%)

0 (00.00%)
88314 (98.28%)
1542 (01.72%)
0 (00.00%)
89856 (100.0%)

dhcped 10.1.0

0 candidates
1 candidate
2 candidates
Total match rate

498 (09.04%)
4882 (88.62%)
129 (02.34%)
5011 (90.96%)

498 (09.04%)
5011 (90.96%)

0 (00.00%)
5011 (90.96%)

498 (09.04%)
5009 (90.92%)

2 (00.04%)
5011 (90.96%)

498 (09.04%)
5011 (90.96%)

0 (00.00%)
5011 (90.96%)

Avahi 0.8

1 candidate
Total match rate

1971 (100.0%)
1971 (100.0%)

1971 (100.0%)
1971 (100.0%)

1971 (100.0%)
1971 (100.0%)

1971 (100.0%)
1971 (100.0%)

with 5,011 identified log messages out of 5,509. Similarly to
the FRR dataset, we observe for dhcpced that the regex table
method has a lower accuracy than the SCOLM method and its
variations: 2.34% of the log messages find two candidate tem-
plates. We also see that method (c) suffers from the drawbacks
of regular expressions, with a lower speed and two
templates (0.04%) finding 2 candidates. In contrast, SCOLM
and pre-trained SCOLM always return a single candidate when
a match is found. This also shows that our heuristic effectively
increases the accuracy of our model.

Lastly, the Avahi dataset shows a 100% match rate for
single candidates. A possible explanation is the size difference
between this project and FRR; fewer templates are extracted
from its source code, meaning fewer possible candidates
during identification and less “uncertainty.” In addition, the
number of log messages is lower than that for FRR, and
the variety of log messages in our dataset may not cover a
sufficient part of the actual set of logs that can be produced.

VI. LIMITATIONS

The proposed method presents three main limitations. The
first two limitations are not caused by the design of our
architecture, but occur due to the nature of regular expressions,
and often the information present in the source code.

A. Limitation of our general assumption

The largest limitation of SCOLM is that it is largely
dependent on the style of the logging functions. Our system
assumes that the logging function takes a format string as
a blueprint for the output, that we can extract and turn into
regex. Unfortunately, it may happen that the log message is
dynamically built from a buffer for example (as opposed to
a string literal in plain code), or even that no format string
is used at all. This is not an issue specific to our proposed
method, but rather a general limitation in the way templates
can be extracted from source code.

Some way to compensate for the lack of information in
format strings would be to use more complex code parsing
techniques. In the example of a dynamic buffer, if the system
were able to track the modifications made to the buffer, it may
be able to create a minimal working template.

This is what prevented SCOLM from obtaining a 100%
match date on dhcped. Some investigation reveals that most,
if not all failed searches were caused by log messages similar
to:

ps_root_dispatch: No such file or directory

Reading the source code manually, we find that this message
was produced by the following function call:

logerr(__func__); “4)

This function does not contain any format string, which
prevented SCOLM from building a template — let alone a
nontrivial template (e.g., not / (.*) /). This means that no
corresponding template could be added to the database during
preprocessing. In this case, some special rules, defined case
by case, could help improve the match rate.

Such logging functions represent a minority in our datasets
and in the source code. Besides, in contrast with the two other
softwares, dhcpcd seems particularly prone to this kind of
problem. This shows that this limitation is very dependent on
the target software.

B. Ambiguous format strings

Another limitation (direct consequence of the first and also
encountered with existing methods) is caused by the format
of some logs. Format strings in source code are sometimes
exclusively composed of format specifiers. This causes the
corresponding regex and WS-templates to match almost all
log messages that exist. Take the following log line:

zlog_debug ("$s: %$s", __ func__, buf); 5



This example is very typical and originates from lib/event.c
on line 2167. Its corresponding regular expression would be:

JA(ax) s (ax) S/ (6)

It is easy to see how this regex template will interfere with
other regex templates during the full table search. A radical
solution is to simply discard this kind of format strings when
found in the source code, and choose not to process them. The
benefits of avoiding this kind of templates usually outweigh
the possibly lower match rate metric.

In the case of FRR, 75 format strings were skipped due to
being too ambiguous, and they are not included in the numbers
of Fortunately, no effect was observed from deleting
these templates in the range of data we used for evaluation.

C. Full-star templates

Similarly, the WSPT sometimes returns templates composed
only of wildcards by mistake (full-star templates, e.g. *
x* ). It may happen that the correct and more specific
template exists in the database, where the number of wildcards
does not match. For example, suppose that the following log
comes in:

k% kK

User Alice Smith logged in
and the WSPT contains exactly these two WS-templates:

User ** logged in 7

Xk kx kx KkKk Kk (8)

We, as humans, understand that the corresponding template
should be (I’Z[) However, because this template does not have
the correct number of wildcards, (8) is actually returned
because it has the right number of wildcards. We can detect
when the WSPT returns a full-star template, and in that
situation, choose to still look into the regex table for better
matches. From the matching regex templates found, we create
more specific WS-templates and add them to the tree.

Fortunately, we observe experimentally that these limita-
tions have little impact on the performance of our system,
with the exception of Limitation A on dhcped which affects
the extraction of templates from the source code.

VII. CONCLUSION

Identifying log messages can be an invaluable technique
for statistical analysis, troubleshooting, and system monitor-
ing. By analyzing the source code, it is possible to create
specific regular expressions that can match software-generated
log messages with a good success rate. However, regular
expressions are slow, and trying to parse large batches of log
messages will cause a performance overhead on datasets of
thousands of templates. In effect, it is not possible to parse
large dumps of logs without a way to accelerate processing.
Our approach leverages a special type of tree (word-segmented
prefix trees), thereby reducing the number of templates that
need to be tested. We implemented this system in SCOLM and
evaluated its performance on the datasets of three software:
FRRouting 8.5, dhcped 10.1.0, and Avahi 0.8. We find that our

system achieves an average processing time of 0.06 ms per log
message on our largest target (FRR), reducing the processing
time by 98.7% compared to traditional regex matching (4.47
ms per log). With the same match rate as the regex table-only
method, SCOLM could match 100% (FRR), 90.96% (dhcpcd),
and 100% (Avahi) of the datasets we submitted. SCOLM also
has a better conciseness than regex-only, with 98% to 100%
of its successful matches being a single candidate template on
our target projects. This architecture allows us to analyze sig-
nificantly larger datasets while still maintaining the matching
capabilities of traditional regular expression methods.
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